INFORMATION AND
COMMUNICATIONS
TECHNOLOGY FOR
PUBLIC SAFETY

Few public services can be so
thoroughly revolutionized by the
advent of high technology as public
safety services. In all areas of public
safety, from communications to record
keeping to response planning and
management, new computer-based
technologies offer the potential for
much better service at greatly reduced
cost.

Whether these technologies will be
used to best effect depends largely on
the foresight and understanding of local
appointed and elected officials. The
promise of better service at lower cost is
only a promise unless basic practices
and procedures are adapted to take
advantage of new ways of acquiring,
sharing, and storing information.

This report describes information and
telecommunications technologies that
have applications for public safety and
discusses implementation issues for
each. Case studies from the following
jurisdictions illustrate the benefits of
interagency and interjurisdictional
cooperation:

¢ Oklahoma County, Oklahoma

* Washington County, Oregon

¢ Mankato, Minnesota, and
neighboring jurisdictions.
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Information and
Communications
Technology for Public
Safety

As the gatekeeper of the local government coffers,
the city or county administrator is drawn in many
directions. Every department head has a list of ex-
cellent, well-thought-out budget requests, many of
them for technology. Because technology progresses
so rapidly, it is almost a full-time job to keep up with
what particular products can do. An uninformed
manager may find out many months down the con-
tractual road that the purchased “asset” is not nearly
as suited to the task as was represented. Thousands,
and possibly millions, of dollars are wasted, and the
governing council or commission is unlikely to give
its blessing for another purchase. The phrase “good
money after bad” usually comes up sometime dur-
ing this discussion. In short, knowing something
about available technology may be critical to the pro-
fessional survival of a public administrator.

This report provides an overview of some of the
technologies presently available, and on the horizon,
for public safety applications. The report is intended
mainly for managers in small and medium-size lo-
cal governments. Large governments often have full-
time technology consultants available to them, and
have the budgetary clout to command that products
be created especially for them. Most local govern-
ments do not have these luxuries, and must depend
on a biased vendor to tell them what might work and
what might not (the latter almost always being the
competitor’s product).

This report will address several of the technolo-
gies and applications available to improve the qual-
ity and efficiency of public safety operations,
including

® Trunked radio systems

* Global positioning satellite systems

* Wireless data strategies

Cellular telephone technology

Digital records systems

Intelligence analysis and expert systems
Electronic and voice mail

Tim Dees, the author of this report, is a former police officer
and college instructor in criminal justice. He has served as a
trainer and consultant on technology issues to a number of
public and private concerns and writes a monthly column on
computers and technology for Law and Order magazine.
He is the author of a book on the use of the Internet in law
enforcement, Online Services for Law Enforcement (to be
published by Prentice-Hall). He can be reached at 706/235-
8104, or by e-mail at dees@compuserve.com.

The report also addresses the impact that tech-
nology can have on the workforce, your most pre-
cious and costly resource. A wise man once said
“Computers work—people should think.” Technol-
ogy will not do employees” jobs for them, but it can
help them to do their jobs better and more efficiently.

WHAT DO YOU NEED?

Community Profile

In choosing among technologies, the manager must
first consider the composition and situation of the
community. For instance, a coastal community that
is threatened by seasonal weather problems (hurri-
canes, windstorms, floods) may be at greater risk of
losing electrical power for a prolonged period than
one in a suburban area. When power is lost, resources
on which public safety depends (communications,
electrical gasoline pumps, lighting, heating and cool-
ing, etc.) can become inoperable, and alternatives
have to be considered. Certain radio systems work
better in rural environments than in dense, urban
settings. Communities that share borders with one
or more other communities may be able to pool re-
sources to save costs, while more isolated communi-
ties do not have this option.

The small community may be one of
the best places to use technology to
extend thin personnel resources.

In smaller communities, common objections to
technology acquisitions are that new “gimmicks”
waste taxpayers’ money and that such innovations
have no place in a small town. In fact, the small com-
munity may be one of the best places to use technol-
ogy to extend what are usually thin personnel
resources. Of the more than 17,000 law enforcement
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agencies in the United States, 78 percent have fewer
than 24 officers, and over 1,000 of these have only
one full-time or part-time officer. This means that
some agencies are not able to provide patrol services
24 hours a day, and when services are provided, only
one officer is on the street.

In this scenario, it makes good sense to extend
that officer’s capabilities with state-of-the art com-
munications and information processing technology,
so that his or her time can be spent doing the job for
which he or she is trained and qualified—not driv-
ing to and from the station, filling out forms, or try-
ing to obtain information. Technology cannot replace
people, but it can greatly augment their capabilities.
Moreover, technology is usually a one-time invest-
ment, whereas manpower is a recurring cost that can
quickly get out of control.

Public Safety Mission

The public safety mission varies from one commu-
nity to another. Some communities, for instance,
maintain their own professional emergency medical
services (EMS), but others provide EMS through pri-
vate agencies, a volunteer medic corps, or hospital
services. Some communities may not have a law en-
forcement component, replying on another govern-
mental agency (such as a county sheriff’s office) to
provide law and order functions. There really isn’t
any such thing as a universal application for tech-
nology, given the diversity in the makeup of public
safety missions.

It is wise to assemble representatives
from all public safety entities to review
any proposed purchases of technology.

What is important is that public safety, however
it is administered, be considered as a whole, rather
than by its components. Sooner or later, the compo-
nents have to work together, and incompatible sys-
tems waste resources and lead to inefficiency. The
current popular term for compatibility among sys-
tems is “interoperability.” High-tech systems are
plagued by a lack of interoperability, because the
operating systems and underlying infrastructures
often represent years of costly research and devel-
opment, and the firms that make the investment in
these projects want to protect their proprietary in-
terests.

Because a new system that solves one problem
may create new problems if it is unable to share re-
sources with an existing system, it is wise to assemble
representatives from all public safety entities to re-
view any proposed purchases of technology, even if
the purchase appears to affect only a single agency.
For instance, an evidence tracking system for the
police department might appear to affect only that
department. However, if the fire department has a

role in bombing or arson investigations, fire person-
nel may be involved in the collection or processing
of evidence, or even have primary responsibility for
arson investigations. Leaving the fire department out
of the loop when obtaining a new evidence tracking
system can be counterproductive.

Bringing representatives from different agencies
to the table to consider a major capital purchase of
technology may actually build some bridges, as they
come to better understand one another’s missions
and problems.

Communications

Of all the areas where technology can be applied to
enhance public safety, communication probably pro-
vides the most “bang for the buck” and also the great-
est number of options. Fifty years ago, two-way radio
communication revolutionized the way that public
safety providers did their jobs. No longer tied to the
station or to an inflexible signal box system to trans-
mit information between headquarters and the field,
police, firefighters and medics could dynamically
redeploy at a moment’s notice, and could communi-
cate with one another for mutual support.

In the early days, the person at the base station
end of the radio was frequently another officer,
firefighter, or medic, who had little if any skill at
managing units or communications traffic. Now, in
most places, the communications operator is a vital
link in the public safety community, and the job is
often a career choice. The use of technology in pub-
lic safety communications has created a specialized
niche for people proficient in the operation of radio
transmitters and receivers, computer databases, cri-
sis and resource management, basic emergency
medical skills, and the complexities of computer-
aided dispatch (CAD) software.

Because most public safety incidents begin with
a message to the communications center, this is the
logical starting point for planning an information
database. A truly integrated information system will
record the data produced at the first call and pass
that data on to the other components of the system.
If this is not done, then there will inevitably be du-
plication of data entry and the possibility of the in-
troduction of errors.

Other technology applications that affect the
communications function are global positioning sat-
ellite (GPS) tools, trunked radio communications
systems, internal communications systems (pagers,
voice mail, e-mail), methods of geographically locat-
ing callers using cellular phones, and voice data log-
ging systems.

Public Safety Functions

Patrol/community policing. Few public safety em-
ployees are as visible or as accessible as the uniformed
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patrol officer. Recent innovations such as foot patrol,
motorcycle patrol, bicycle patrol, mounted (horse-
back) patrol, air support, waterborne patrol, and even
patrol on in-line skates have been used to bring the
officer into closer contact with the community.

The basic equipment required to outfit a patrol
car used to be a two-way radio, a rotating or flash-
ing warning light, a siren, and some distinctive mark-
ings. These accessories alone add 10 to 25 percent to
the cost of the basic stock automobile, which is usu-
ally a large-capacity “family” car with the largest
engine and best cooling, braking, and electrical sys-
tem available.

The modern patrol car still has all of these com-
ponents, but often adds a traffic radar or laser sys-
tem, a mobile data terminal (MDT), an in-car or
officer-borne video recording system, equipment to
contain hazardous materials spills, traffic cones and/
or flares, a first aid kit, a fire extinguisher, night vi-
sion equipment, a shotgun and/or patrol rifle, and
other miscellaneous gear. The modern patrol car can
represent an investment of well over $50,000 for the
local government that owns it, and much of that
equipment can be destroyed if the car is wrecked, or
stolen if the car is left unattended.

Officers who don’t patrol in vehicles also need
equipment. A bicycle patrol officer may not be able
to carry a video recording system or a shotgun, but
there is technology available that can give him or her
some rudimentary benefits of an MDT, and there is
no reason for any officer on duty to be out of com-
munication at any time.

Some departments equip police officers with
communication devices that they can use while off
duty. Police officers usually have the option of be-
ing armed while off duty, and they may elect (or be
expected) to intervene in crime situations that they
happen to witness while not on duty. When this oc-
curs, the officer is at a profound disadvantage if he
does not have the resources of his patrol car avail-
able, and can’t communicate with the dispatch cen-
ter and other on-duty officers. If the officer intervenes
in a way that results in injury or death to a suspect
or bystander, then the local government will almost
certainly be the defendant in a costly civil action. Off-
duty communication devices don’t eliminate this
risk, but they can provide officers with an alterna-
tive to using force when intervening in an incident.

Criminal investigation. The criminal investigation
function varies significantly from one law enforce-
ment agency to another. Some law enforcement agen-
cies have only one or two people assigned to this
function, and it may be a collateral duty merged with
supervision or patrol. In these agencies, the same
technology that can augment the patrol function is
generally applicable to investigations. When there
are many investigators, or when investigations span
several agencies, or when investigations are complex,
criminal intelligence software can be very useful.

Internal communications systems, such as electronic
mail, pagers, and voice mail, can also help in these
environments.

Corrections. Software for managing the corrections
function, especially when it is integrated with other
systems and components, can reduce the liability
potential for local governments by more fully docu-
menting the intake, care, movement, and custody of
inmates. The same software can increase the safety
margin for correctional personnel, by making more
information, and more current information, concern-
ing inmates immediately available.

Fire prevention and suppression. In most commu-
nities, the fire department is responsible not only for
fire suppression, but also for rescue work, getting
people out of wrecked cars and collapsed structures,
responding to hazardous materials spills, and some-
times for emergency medical services. A fire com-
pany responding to an alarm has little time to find
out what materials may be located inside the burn-
ing structure, and the lack of that information can
be disastrous. Some materials react with water to
produce noxious gases or explosions, and firefighters
who enter a burning structure where chemicals are
stored may be quickly overcome if they are not wear-
ing the appropriate protective gear.

Most fire agencies do an admirable job of train-
ing their employees in the handling of hazardous
materials, but they may not always know where
those materials are stored in their communities. Mo-
bile data terminals like those in patrol cars can dis-
play information from databases of hazardous
materials storage, as well as contact names and num-
bers for the people responsible for these materials.
These same terminals can display floor plans of
buildings to help firefighters search efficiently for
citizens and special hazards.

Emergency medical services (EMS). The model for
information and communications technology for
EMS is very similar to that for fire services. EMS per-
sonnel have to respond to locations rapidly and at a
moment’s notice, and often they will be working
closely with police and fire units. Hazardous mate-
rials issues are important for EMS workers, for their
own protection as well as for the protection of their
patients (who may include the fire and police re-
sponders). EMS units can also use mapping and rout-
ing software to help them respond to incidents and
floor plans to locate a particular office or room in a
structure. Both volunteer firefighters and volunteer
EMS units need similar technologies.

Disaster management. Local governments cannot
do much to prevent a disaster, but they can minimize
its impact by preparing for it and managing the dam-
age once “the dust is in the air,” as the professionals
like to say. Disaster management requires that the
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planners assume any commonly available resource
may become unavailable, and allow for reserve sup-
plies or contingency plans. Computer software can
simulate the spread of a chemical, biological, or ra-
diological agent in the atmosphere or inside a struc-
ture, and show the propagation of the toxic “plume”
under the effects of wind, rain, application of fire
retardant, or some other effect that could speed or
slow the spread of the agent. Other software pack-
ages allow an incident commander to track and log
the activities of response units so that they aren’t
overlooked, and provide a record for documentation
and training purposes later.

INTEGRATED PUBLIC SAFETY SYSTEMS

“Integrated” information systems that track incidents
and data from the start of an incident until the clo-
sure of the case, and share data between governmen-
tal entities, have many advantages. First, because an
integrated system pulls data from multiple sources,
many of the problems caused by duplication of ef-
fort and noncommunication are avoided. When in-
formation is disseminated informally within a public
safety agency, the process is inefficient and there is
always someone who doesn’t get the word.

Information is available to everyone
who needs it as soon as it has been
entered into the system.

Commonly, information about a single person,
place, or event is entered at several locations, by dif-
ferent persons, and at different times. Computers
read data literally and can’t associate “Bill Green”
with ‘William Green,” “Billy Green,” “Wm. Green,”
or “W.M. Green,” as a person might. Criminals of-
ten change their names, dates of birth, and social se-
curity numbers slightly with each police contact, so
that outstanding warrants, probation violations, and
prior convictions won't be detected. Fingerprints will
identify individuals positively, but most agencies use
“inked” fingerprint cards (called ten-print cards, be-
cause the impressions of all ten fingers are taken),
which have to be mailed off to the state or federal
records repository, classified, and matched with ex-
isting records. Only then can the law enforcement
agency that submitted the ten-print cards be advised
of the true identity of the person arrested, and this
process routinely takes three months or more. By that
time, the subject has been released from jail, and if
he is smart, he is long gone.

An arrestee’s identifying information (name,
date of birth, social security number) may be entered
into various terminals many times during the pro-
gress of his case through the police department, jail,

and court systems. With each entry, there is the po-
tential for a typographical error, a misstatement of
information, or some other error that will cause the
records to be mismatched. Mismatched records lead
to missed court appearances, accidental release of
inmates, and wasted time and effort for everyone.

Integrated systems also reduce the amount of
paperwork created, which reduces costs. It may cost
as much as two dollars to handle a paper form.! An
integrated system eliminates most of the paper forms
altogether, and keeps data from initial entry, pass-
ing information along from one step to the next.

Another significant advantage of an integrated
system is that information is available to everyone
who needs it as soon as it has been entered into the
system. The chief of police and the public informa-
tion officer don’t have to wait for the records bureau
to make a copy of the arrest report to see what has
gone on—they can pull the information up directly.

Just as important, while everyone who needs ac-
cess to the information can get it, those who don’t
have the proper authorization can’t get access. If cer-
tain data must be kept confidential, there is no need
to cover portions of a form before a copy is made, or
read information to a third party from a computer
screen. Custom reports containing the information
that each user wants and needs can be created for
every level of authorization. A record can be created
for every access of any information, to discourage
or detect subversion or misuse of the system.

Despite these advantages, two factors weigh
against integrated systems: money and politics.
These systems don’t come cheap. A network infra-
structure has to be built if it is not already in place,
hardware has to be purchased, and the software has
to be customized for the purchaser. The potential for
long-term savings is good but the initial price tag is
high.

A second obstacle to an integrated system can
be organizational conflict or hostility. There can also
be significant infighting over who is going to be “in
charge” of the project, and subordinate agencies may
fear that they will be denied some advantage.

Some funding issues may be ameliorated with
federal grants. Grants available through the U.S.
Department of Justice are addressing cooperation
and communication among public safety agencies,
particularly those in rural areas with the objective
of helping them prepare for terrorist threats. If the
entities involved in an integrated system can come
together to apply for one of these grants, they may
have a much better chance of getting funding than
they would if they apply for funding as individual
agencies. Integrated systems that enhance the abil-
ity of agencies to work together across jurisdictions
and “turf” are far more likely to be funded than
stand-alone systems that serve a single agency (see
the sidebar on page 7).
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Integrated justice information system

Okluhomu County had a problem. The county,
which is Okluhomu’s most populous und includes
Okluhomu City, wus using mainframe, COBOL-
bused systems that weren’t Y2K compliunt for their
public sufety functions, und it looked as thouyh it
would be prohibitively costly to upygrade them.
Moreover, systems und dutu were fragmented, so
that employees couldn’t reudily access informu-
tion thut they needed to work sufely und
efficiently.

For exumple, the sheriff’s office had ho yuick
wuy of determining whether un inmute due for
releuse had hew urrest warrants outstanding, be-
cuuse the court, prosecutor’s office, und jdil sys-
tems couldn’t “tulk” to euch other. Employees ut
the reception desk, fielding culls and visits from
inmutes’ fumily members und buil bondsmen, hud
to telephone other employees to determine the
stutus of un inmute, und sometimes severul culls
were required to get dll of the information re-
yuired.

The county looked ut inteyruted systems in the
public sufety marketpluce und chose E*Justice
System™, u TRW product thut had been success-
fully implemented in McLeun County
(Bloomington), lllinois, und offered interoperubility
between ugencies.

Commenting on the orgunizational barriers that
offen muke it difficult fo udopt one system to serve
severdl political entities, Johnh Whetsel, sheriff of
Okluhomu County, suid, “The cost suvings benefits
were obvious from the beyinning, and that mude
sense to every administrator involved in the
project. The bigyest concerns were voiced by the
MIS people, who were concerned with access und
security issues. Onhce they suw the product, they
were fully supportive.”

Like most integrated systems, E*Justice emphu-
sizes modulurity, so that customers don’t huve to
buy functionulity thut they donh’t need or cun’t
ufford. As heeds und budyets evolve, more mod-
ules cun be udded, with very few changes or inter-
ruptions for ongoiny users.

Conversion of existing dutu to u formaut thut
E*Justice could hundle proved to be the bigyest
chullenge during implementation in Okluhomu
County. It fook hine months of work with the
county’s various dutabuses to get them into u
conhsistent formut. A mobile dutu cupubility waus
udded to the system inh u second phuse, ullowiny
incident reports to be filed directly from the patrol
curs in the field und permitting computer-ussisted
disputching functions from the car-bused laptops
us well us uccess o the messuye switches for the
county, stute, und hutionul criminal justice informu-
tion dutubuses.

In Okluhoma County, the emphasis in installing
the hew system hus been on improving communi-
cution between the sheriff’s office, the
prosecutor’s office, und the courts. For instunce,

inmate tracking had been u problem, becuuse

of the inmutes’ pructice of impersonuting one
another to yuin releuse or privileyes. Deputies in
charge of releusinyg inmutes how see u muy shot of
the inmute displayed on u terminul while complet-
iny the releuse informution, reducing the likelihood
that the wrony inmaute will be dischurged. The infor-
maution system automuticully checks with the court
and prosecutor’s dutubuses to ensure that there
are ho holds on the inmate that might have been
creuted while he wus in custody.

Deputies supervising inmutes in the housing units
cun look ut u display of inmute humes und muy
shofts thut follows the luyout of the housing units, to
help them muke sure thut euch inmute is in the
right cell. When inmates are fingerprinted, using the
county’s LiveScun/AFIS system, the scunned
fingerprints ure stored in the E*Justice system (this
information wus kept in an entirely sepurate dutu-
buse previously).

A hew enhuncement to the system is portable
fingerprint readers. The county hus purchused six
portuble fingerprint readers, und the software is in
finul development. All fingerprints of current in-
mates (who humber upproximately 2,200) will be
downlouded euch duy into the reuders. When uny
movement is mude or medicution yiven, u
fingerprint check will be mude on the portuble
reuders, which will verify the identity of the inmute.
There will be reuders ut the releusing window, court
security, medicul, und other criticul pluces in the
jail, and additional units will be udded luter.

The inteygruted justice informution system may
increuse county revenues. Okluhomu County’s juil,
like muny other juils, houses inmutes from other
jurisdictions when those ugencies lack fucilities or
spuce for detention. The county churges the con-
tracting agency u bourding rate that varies with
the agency and the type of supervision required.
E*Justice tracks these costs automuticully und gen-
erutes bills for the sheriff’s office to send out to their
contructors. Inmutes” commissury trust uccounts
dre ulso muintuined, eliminuting the need for in-
mutes to huve cush or even credit certificutes in
their control.

Severul of the municipulities in Okluhoma County
have expressed interest in plugying in to the county
system. They could then shure datu across the
network und intfegrute their public sufety dutu with
the county’s, muking locul government operutions
even more efficient. In this way, u stute-of-the-urt
information system becomes uccessible to smuall
governments that would hever huve considered it
becuuse of budyetury restrictions.

Sheriff Whetsel summed up the most important
fuctor in implementing un intfegrated system ucross
multiple entities: “Support for the project hus to be
at the top. Once the tfop udministrators ure com-
mitted to the project, everyone else will find u way
to muke it huppen.”
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CHOOSING TECHNOLOGY

When the time comes to choose technology, you can
devote yourself to the study of technology in the area
of your intended application, or you can hire a con-
sultant to advise you in your acquisition and pur-
chase. Other local governments that have made
similar purchase decisions can provide information
about consultants.

You should also ask your contacts in other local
governments how they solved problems similar to
yours. Most reputable vendors encourage you to dis-
cuss their product with past and current customers.
Several major vendors post lists of their customers
on their Web site.

When a new information system must interface
with existing information systems, the product’s
track record is critical, and most public safety sys-
tems are in this category. Every state has a statewide
database of criminal justice information that contains
information on fugitives, criminal histories, firearms
registrations, license and permit information, and
other data necessary to day-to-day law enforcement.

You must see the system that you are
purchasing operating in a real-world
environment.

In addition to these databases (and often inte-
grated with them), states maintain data on motor
vehicle registrations and drivers license records,
which are also critical to law enforcement operations.
These state systems are constructed or configured in
a variety of ways. One state lists all citizens who hold
permits to carry concealed firearms in a central da-
tabase; another maintains these records only in the
courthouses of the county that issued the permit.
Some states allow a search of the database to see what
motor vehicles are registered to a particular person;
others allow a search only by license plate or vehicle
identification number. The format of each report or
result is different. Although all these systems handle
similar data, they are not configured with consis-
tency.

Whatever method you choose to select a vendor,
you must see the system that you are purchasing
operating in a real-world environment, in a setting
as close as possible to the one in which you will use
it. Systems developers often use their early custom-
ers’ sites as test beds for new technology, and de-
vote first payments to further research and
development. You need to know if the system you
are buying is tangible and working, or whether it
exists only on the vendor’s drawing board.

Budgetary Considerations

New technology is always expensive, because devel-
opers have to recoup the costs of their research and

development. The newer the technology, the more
expensive it is. And, when a new system is intro-
duced, the old system often has to be scrapped.
You're lucky if the old system is a box of file cards or
a legal pad attached to a clipboard. More often, the
old system is one that cost a great deal of money
when it was purchased, and at least one member of
the city or county commission will remember just
how much the old system cost.

You must also consider the speed with which
technology changes, in budgeting for a major new
system. Just as home computers become outdated in
six months, so do cellular phones, radios, and soft-
ware used in the public safety arena.

In addition, if the environment where the tech-
nology is going to be used is likely to change
significantly, then it may be necessary to upgrade or
increase the capacity of the system when needs
change. For instance, if the size of your public safety
force increases, you may have to add capacity to your
trunked radio system or revamp the system. Long-
term planning and realistic projections of growth are
important in making a technology purchase.

Systems Integrators

A systems integrator selects components from sev-
eral vendors and merges the components to produce
a complete system. The systems integrator may in-
clude some of its own products in the final system,
or it may not. For instance, when a county contracts
with the XYZ Corporation for a countywide crimi-
nal justice information system, XYZ may select a
wireless component for communication with units
in the field from one vendor, fingerprint scanners
from one hardware supplier, terminals and computer
processors from another supplier, and software from
one or more software vendors. The finished system,
with components from many vendors, carries the
name of the XYZ Corporation on the faceplate. More
important, the county’s check is written to the XYZ
Corporation.

Ideally, the systems integrator chooses the best
quality components from the best providers and
makes all of the components talk to each other. Ulti-
mately, the systems integrator can be held respon-
sible for the entire delivered product, relieving the
customer from the unpleasant job of negotiating fixes
with each of the subcontractors.

If your project requires special expertise, then
contracting with a systems integrator may be a wise
choice. Just remember that a good systems integra-
tor will charge a premium fee for doing these inter-
mediary tasks.

Personnel Issues

Your employees have to learn to use the new tech-
nology effectively if it is to be effective. Most line
employees will support the acquisition of technol
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ogy, because there is a general perception that tech-
nology makes work easier and improves the status
of the job. Introducing technology into the workplace
can also be an acknowledgment by management that
a job is difficult, and that the employee can benefit
from some additional help.

Unfortunately, some employees feel threatened
by technology. An employee who sees the introduc-
tion of new technology as shifting power, status, or
authority away from himself is likely to resist or sub-
vert the project. For example, a new information
management system can make the department less
dependent on the person who has been the primary
keeper of records and cause a perceived loss of sta-
tus. Other employees may fear that they will not be
able to master the new system, or that someone will
have a better command of the new technology than
they have of the old.

To win the support of your work force, it is es-
sential to involve the employees who will use the
new system and be affected by it, from the inception
of the project. An advisory committee that has no
definitive input into the planning and implementa-
tion of the project is not enough. Line employees
need to participate in every stage of the project with
a voice equal to that of the most senior person in the
process. The people who will use the system prob-
ably know a lot more about the task than their man-
agers. Even managers who come “up through the
ranks” tend to lose touch with the everyday demands
of the job. Line employees working at the job where
the new system will be implemented will be the best
qualified to advise on parameters and requirements
for the system when the request for proposals is be-
ing created.

Some local governments identify an employee
with some computer expertise and assign him or her
to use existing software and equipment to create a
low-cost, homegrown database or other application.
This is almost always a bad idea. People who are not
professional software developers usually don’t docu-
ment their work properly. They are then the only
people who can modify the code or repair a prob-
lem, and they are the only ones who can modify the
system to meet additional needs. The format of the
database may be non-standard, so that the existing
data will not export smoothly when a succeeding
system is brought on line. Finally, the local
government’s information is in the hands of a single
individual. Contented employees don’t always re-
main contented, and people can commit rash acts
when they are angry, wiping out or altering records
on a whim. Don’t allow one person to hold all of your
information hostage.

On the positive side, employees who are in-
volved in the planning, selection, and implementa-
tion of a technology application will be the best
possible cheerleaders for the new system. They will
inform people about the capabilities and limitations
of the system, and they are probably the best choices

Federal funding

The federul government cun provide substuntidl
assistunce in the form of grants for technology
purchuses for public sufety. At this writing, commu-
Nity respponses to ucts of terrorism, cooperution
between locul government agencies und federdl
entities, und domestic violence ure “hot topics.”
The Depurtment of Justice’s Nutionul Law Enforce-
ment und Corrections Technoloyy Center
(NLECTC), hus both u muiling list und u Web site
that posts anhouncements of grant opportunities
and hardwuare that can be transferred from federal
to stute ownership. Contuct the Office of Science
and Technoloygy, National Institute of Justice, 810
7t Street, NW, Wushington, DC 20531; 202/307-
0645; http://www.nlectc.ory.

for peer “gurus” or trainers for other employees who
will need to learn to use the system.

Some employees are more technically oriented
than others. These employees usually identify them-
selves by their hobbies, lifestyles, or backgrounds.
The public manager can draw on these employees
to advise on technology acquisitions and to assist in
introducing other employees to the new systems. The
employees best qualified for this kind of assignment
may not be ideal employees from the conventional
point of view. People with strong technical skills
sometimes relate better to machines than they do to
people and might not be as outgoing as some oth-
ers, but bringing their interests and skills to bear on
the problem of acquiring new technology may be one
of the best ways to get them more involved (and ac-
cepted) in the mainstream of the organization.

Technology changes the workplace in ways that
we often fail to anticipate. At the start of the 1990s,
no one would have understood the significance of a
line of text at the bottom of an advertisement that
started out “www...” Electronic communication
draws us closer together in many ways, but it also
isolates us, since some employees now use e-mail to
communicate with colleagues they would previously
talk to at lunch. Be aware that new technologies will
also affect the way that your employees view their
jobs, and the way they view each other. Choose your
tools carefully.

AVAILABLE TECHNOLOGIES AND
WHAT THEY DO

Trunked Radio Systems

Public safety agencies are prolific users of the avail-
able radio spectrum, and the demand for bandwidth
has increased substantially in the last 20 years. Ra-
dio channels are used to transmit clear and encrypted
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voice messages, digital data, pager messages, cellu-
lar telephone traffic, and every other type of infor-
mation conceivable. The frequency bands reserved
for these communications are increasingly crowded,
and licenses for new channels are extremely difficult
to obtain.

One way to alleviate crowding on the radio spec-
trum is to use trunked radio systems. A trunked ra-
dio system is a computer-controlled network that
uses a range of channels reserved for the entire sys-
tem. When a user presses the transmit button, the
radio sends a signal to the base station that tells the
system that this particular user wants to talk. The
system then searches for an available clear channel
and routes the transmission to that channel. At the
same time, it sends a signal back to the user’s radio,
which beeps to indicate that a channel has been lo-
cated and is ready for the transmission. This entire
process, in a well-designed system, takes place so
quickly that it is nearly transparent to the user. When
the user pushes his transmit button, the radio beeps,
and the user can begin to talk.

Most of these trunked systems operate in the 800
MHz radio band, which is a fairly high frequency.
The bands for public safety communications are Very
High Frequency-Low Band (VHF-Lo), Very High
Frequency-High Band (VHF-Hi), and Ultra High
Frequency (UHF). The 800 MHz frequencies lie
within the UHF band, which is more suitable for
communication in urban environments than in rural
areas.

Trunked radio systems have a number of advan-
tages. The biggest advantage is that a relatively small
number of channels can serve a large number of us-
ers. In a typical non-trunked system, a different chan-
nel is required for each operational unit or sub-unit.
The law enforcement agency might need one or more
channels for patrol operations, plus an auxiliary
channel for running records checks and other less
critical traffic, plus separate channels for specialized
units and covert operations. The fire department re-
quires one or more operations channels, and EMS
needs their own, as well. Some of these channels
might be silent much of the time (unless the fire de-
partment or EMS is constantly running calls), but
they have to be kept in reserve because they could
be needed at any moment. In a trunked system, it is
only the number of simultaneous transmissions that
is critical (the system can’t carry more simultaneous
conversations than it has channels).

Another advantage of a trunked system is that
the system administrator can create an unlimited
number of “talk groups.” A “talk group” is the
equivalent of a unit that would otherwise be given
its own channel to use. When a user is assigned to a
“talk group,” he hears transmissions from other
members of the talk group, and they can hear him,
but he does not hear transmission from other talk
groups. Users can change talk groups by switching
a selector on their radio, similar to changing the

channel on a conventional radio. The talk groups are
created at the base station (although some users may
be able to do this remotely from the field).

Each radio is identified by a digital code that is
sent each time the transmit key is pressed. This digi-
tal code makes it possible to “lock out” a radio from
the system if the radio is stolen or misplaced. The
system administrator can tell the system to stop rec-
ognizing that radio’s digital code, and the radio be-
comes incapable of sending or receiving traffic on
that network. The radio can be re-enrolled in the sys-
tem if it is later recovered.

Another advantage of the digital coding is that
the source of every transmission is identified as soon
as the transmit key is pressed. This can be important
for a police officer or firefighter who is able to key
his radio but unable to speak for some reason (such
as being disabled or under duress). The identification
of the transmitter is displayed on the dispatcher’s
monitor as the identifier sequence is received (if the
communications center has this capability). From a
management perspective, transmitter identification
has the advantage of discouraging users from trans-
mitting unauthorized traffic.

Some radio systems (not just those that are
trunked) can be encrypted selectively. Certain trans-
mitters can be set to digitally encrypt transmissions,
which are decrypted when they arrive at an autho-
rized receiver with the proper decryption keys. Lis-
teners without the decryption keys hear only noise
when they try to listen in. Encryption is useful for
certain high-security operations, such as hostage cri-
ses and search warrant executions. With some sys-
tems, encryption decreases the range and clarity of
transmission, so it is important to check with the ra-
dio manufacturer to see whether encryption will ad-
versely impact the efficiency of your radio system.

Trunked radio systems can actually produce rev-
enue. If the purchaser buys more channel capacity
than is needed for its operations, then the owner can
sell the surplus capacity to anyone in the operational
zone. Thus, a county that purchases a trunked radio
system with excess capacity can sell the extra capac-
ity to local public works, public utilities, tow truck
companies, ambulance services, or any other mobile
radio user. The county maintains the network for its
own operations, and the only extra cost is for the ra-
dios themselves, which would presumably be paid
for by the users. Renegotiating the sale of extra ca-
pacity yearly allows the local government to re-as-
sess its radio needs periodically to determine how
much extra capacity it can sell. Sharing capacity in
this way also allows the local government to com-
municate directly with other agencies in the event
of a local emergency, by adding them to one or more
public safety talk groups.

In trunked radio systems, the central station
housing the computer that controls the system be-
comes a nerve center for all users. If this unit is de-
stroyed, disabled, deprived of power, or otherwise
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compromised, the system becomes all but useless.
Conventional radio systems can still (under some cir-
cumstances) communicate with one another to the
limit of the range of their portable transmitters, but
trunked systems are dependent on the network. It is
vital that the facility that houses this resource be tar-
get-hardened, and provided with its own power sup-
ply, in case it should come under attack or be
deprived of normal utility support.

Global Positioning Satellite Systems

Global positioning satellite (GPS) technology allows
the user to establish, to a very high degree of accu-
racy, his or her location in three dimensions any-
where on or above the surface of the earth. GPS
systems were extremely costly a few years ago, when
the technology was new and development costs were
being reclaimed. The newest GPS systems are not

only far cheaper, but they are also smaller—a GPS
receiver can be built into a wristwatch. These sys-
tems have a number of applications in public safety
but they have some drawbacks as well—most of
them based on the human factor.

The federal government has placed into orbit a
constellation of 24 global positioning satellites. Their
11,000 mile-high orbits are coordinated so that at
least five are visible from any point on the planet at
any time. A GPS receiver needs to be able to “see”
only four satellites to establish an accurate location.
GPS works marginally, if at all, when there is no clear
view of the sky above the receiver. Thus, GPS receiv-
ers do not work indoors, or where there is anything
overhead more substantial than clouds.

GPS satellites are essentially highly accurate
atomic clocks, mated with radio transmitters. Each
satellite continuously broadcasts a unique digital sig-
nal to the earth’s surface. The GPS receiver calculates

A countywide communications system

Wushington County is one of three Oregon coun-
fies muking up the Greuter Portlund Metropolitan
dred. The county seut, Hillsboro, is upproximutely
20 miles west of downtowhn Portlund. The county
covers 727 squdre miles, with u populution of
404,750.

The Wushington County Consoliduted Communi-
cutions Agency (WCCCA) provides ull public
sufety communicutions for Waushington County,
Oregon. WCCCA serves 18 jurisdictions for 911 und
disputch services; 19 jurisdictions for computer-
uided disputch (CAD); und 25 depurtments or
jurisdictions for 800 MHz rudio or dutu services.
Each city und fire district und the county ure pur-
ties to un infergyovernmentul ugreement for the
entire county.

In 1991, WCCCA issued un RFP for un 800 MHz
trunked simulcust communicutions system. The
objective wus to creute interoperubility throughout
the county, regardless of jurisdiction or function. A
$16.3 million levy upproved by county voters puid
for the hew system, which wus purchused from
Motorolu.

The operduting costs of the system thut wus built
dre shared onh u per device busis, und the per
device cost drops us more devices ure udded.
Therefore, WCCCA hus welcomed opportunities to
udd users to the communicutions systems beyond
traditionul public sufety ugencies. For exumple,
over the pust four yeurs, three sepurute public
works depurtments were udded to the system, us
well us u sewer ugency, the county’s juvenile de-
purtment, und u school district. As u result, the per-
device cost hus dropped from $183 to $112.

Addinyg hon-public sufety users hus been u good
ideu for severul reusons. First, most of their uctivity
happens outside heuvy disputch peuk times. For
exumple, when the weuther is bud, schools close.
Second, huvihy more eyes und eurs connected to

the county’s public sufety communicutions system
is invaluable in fimes of crisis. If the sewer employ-
ees drive pust un intersection on their wuy to check
u plant und see thut it is flooded, they cun notify
public sufety or public works.

Another opportunity to reinforce the finunciul
security of the system drose when heighboring
Clackumus County begun exploring wuys of ob-
tuining uccess to public sufety dutu. Cluckumas
County hud u technoloyy yrunt but could nhot
afford to install o communicutions backbone. In-
steud, in 1996 it instaulled WCCCA mobile dutu
terminuils in its police vehicles und built two
mountdintop sites to provide microwave links to the
WCCCA system. In 1999, u 10-yeur contract was
signed by Cluckumus County und the WCCCA to
continue this successful business urrungement.

WCCCA is how investiguting u purthership with o
second county, und is implementing un upyrade to
support this expunsion. The hew system, culled
SmurtZone, udds digitul capubilities und ullows for
communicution between antennae at greater
distunces from ohe unother.

WCCCA believes good business decisions ure
those that enhunce the systems you huve und
increuse interoperubility umohy governmentdl
ugencies. Eyudlly importunt is the ubility to lower
costs by shuring those costs umony muny users.
While WCCCA hus recoynized the significunt sav-
ings fechnoloyy cun provide in lieu of personnel
costs, it hus become increusingly clear that working
across boundury lines for the suke of efficiency und
cost effectiveness is unother very yood ideu for
everyone.

For information ubout this countywide system,
visit http://www.teleport.com/~wcccu or contuct
RoxAnn Brown, director, WCCCA, 503/690-4911,
ext. 206; rorowh@wcccu.com.
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Questionnaire for evaluating public safety radio communications

It is very likely thut muny public sufety uagencies in your region ure contempluting replucement of their rudio com-
municutions systems. The following yuestionnuire is intended to help elected und uppointed officiuls und policy
mukers understund the current condition of public sufety wireless communicutions und interoperubility within their
jurisdiction, region, or stute. These yuestions may dlso be useful in evuluuting public sufety communicutions sys-
tems fundinyg und development proposuls.

The humber of mujor public sufety incidents within the lust yeaur thut required stute und locul public sufety ugen-
cies to work toygether is

The number of regionul public sufety employees has increused by percent in the pust five yeurs,

The mission of public sufety ugencies in the reyion hus chunhyed in the followiny ways during the pust five yeurs:

The number of sepurute public sufety wireless communicutions systems currently operuting in the reygion is: (list
individuul ugencies)

The public sufety rudio systems operuting in the region ure yeurs old.

The following mission-criticul requirements ure not currently met by the existing systems:

coveruyge
chunnel capucity

interoperubility with stute ugencies
interoperubility with locul ugencies
interoperability with federal ugencies
duta communicutions cupdabilities.

The followiny ugencies ure plunning to upyrade or repluce their systems in the next five yeurs: (list individuul
agencies)

The replucement of these systems individuully will cost upproximutely million.

The umount of udditionul spectrum heeded to support current und future public sufety communicutions needs
is

There (is/is hot)
tions issues.

a person or office in the regionul administration dedicuted to public sufety communicu-

My jurisdiction, region, or stute hus established the followiny criteria to evaluate proposed radio system replace-
ments: (list)

There (is/is not) u fundiny source uvuiluble or one thut cun be turgeted for public sufety wireless com-
muhnicutions.

The region hus explored the following federdl initiutives supporting public sufety communications for support und
potentidl fiscul resources: (list)

Purtherships with the following locul, regionul, or stute ugencies huve been explored for shured systems develop-
ment: (list)

Source: Public Safety Wireless Network, “Public Sufety Wireless Communicutions Systems—A Priority Investment for
America’s Future Sufety,” Program Information Brief, 1999.
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its distance from each individual satellite and com-
pares distances from different satellites against an
almanac programmed into it that tells it where each
satellite will be at any time. The receiver can estab-
lish its own location with an accuracy of a few
meters. (An excellent online tutorial describing GPS
technology is available at http:/ /www.trimble.com/
gps/index.htm.) In fact, advanced techniques allow
a location to be established to within a few centime-
ters, but this kind of accuracy is usually unnecessary
for public safety applications.

The most common use of GPS in public safety is
to locate mobile assets from a central control station.
Atypical display map of a city’s police, fire, and EMS
resources defines areas of responsibility (zones, sec-
tors, commands, precincts, etc.), and possibly the
location of a station or substation in each area, but it
doesn’t tell the viewer where the mobile units as-
signed to those areas actually are. A unit may be at
the station, away from the station on a call, or in an-
other area for backup. Officers may report their lo-
cation inaccurately or ambiguously, or not at all.
When a quick response is required, or when a unit
requests assistance without giving a location, a GPS
system can be very useful.

A GPS system can also be useful in plotting maps
of incident locations over time. The tools that are
used for this kind of analysis are collectively called
a geographic information system or GIS. GPS is usu-
ally, though not always, mated with GIS to produce
the data, which can be used for everything from pa-
trol officer deployment to the siting of utility stations.
Anumber of firms produce mapping software keyed
to GPS-generated coordinates, but these maps sel-
dom reflect the actual geography of the area. A large
building or complex, such as a hospital or high
school, will probably show on the map as a small
dot or single point, even though the facility covers
many acres. Most of these software maps allow for
the “drawing” of features on the map, but this can
be a costly and time-consuming task.

To build an accurate local map, local jurisdic-
tions can contract for a “flyover” of the city or county
to create detailed aerial photographs. The photos are
used to plot all structures and significant terrain fea-
tures onto a map overlay, synchronized with latitude
and longitude data. It is even possible to embed into
these maps floor plans of buildings, so that fairly
precise interior locations can be established on the
map display. Tactical police and fire commanders
find this kind of information extremely useful for
planning and for incident management, but this level
of detail is costly.

A GPS can be used to track the movements of a
receiver, or the vehicle on which it is mounted. Be-
cause the GPS system updates the location of receiv-
ers up to several times a second, direction of travel
and speed can be tracked with high accuracy, and
either transmitted to a base station or stored for later

retrieval. This kind of information can be used to
verify the speed of fire apparatus or a law enforce-
ment vehicle en route to an incident, if needed. It
can also track the movement of the vehicle during a
duty shift, to investigate allegations of malingering
or misconduct.

It is even possible to embed into these
maps floor plans of buildings, so that

fairly precise interior locations can be

established on the map display.

This sort of “telltale” tracking is useful from a
management standpoint, but public safety person-
nel often resent it and go to considerable lengths to
thwart the system. Law enforcement officers, in par-
ticular, value the freedom to roam within their pa-
trol areas and determine their own activities minute
by minute. GPS monitoring can be perceived as op-
pressive and lead to conflicts with management. In
an early GPS trial, one state patrol agency mounted
GPS receivers in their patrol vehicles. The receivers
transmitted the precise location of the vehicles when-
ever the officer keyed the radio transmitter, or on a
command from the communications center. Officers
referred to the system as “Sergeant Hiding In Trunk”
(or more commonly by the acronym that label cre-
ated), and sometimes parked under freeway over-
passes to block the signal from the overhead satellites
and momentarily disable the system.

The use of GPS technology has even found its
way into some employee labor contracts. In some
jurisdictions, a GPS location signal can only be broad-
cast from a patrol vehicle when the officer triggers it
manually, or remotely only during a verified emer-

gency.

Wireless Data and Laptop Strategies

The evolution of the two-way radio has probably had
a greater impact on the way that public safety per-
sonnel work than any other technology. Useful as
they are, traditional two-way radios transmit mainly
voice traffic, and the communications operator is the
critical link between the field officer and all of the
resources that he or she may call on. While no wire-
less data solution can replace a good communications
operator, two-way radios that can transmit data can
greatly augment his capacities. The wireless system
can connect the person in the field to the relevant
database so that he or she can get information di-
rectly, instead of waiting for it to be read by a dis-
patcher. Bypassing the dispatcher makes for a more
efficient field force, and encourages greater use of the
information systems.

Most mobile data applications are designed for
use in a car or truck, but there are now handheld
palmtop computers and two-way pagers that bring
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mobile data capabilities to employees working from
bicycles and motorcycles, on horseback, and even on
foot.

When police, fire, or EMS personnel have an
efficient mobile data system, information is sent to
them as text, in the same form that the dispatcher
sees. Frequently, emergency calls are still dispatched
by voice, so that all units on the network are aware
of the incident, but the same information is available
on a mobile terminal in front of the field workers.
Depending on the sophistication of the system, field
workers may be able to bring up diagrams or maps
of the area to which they are responding, research
the system for previous calls to that area or address,
and gather intelligence on the incident as they re-
spond.

Law enforcement units make more use of these
systems than do other public safety components,
because they usually handle more and a greater va-
riety of incidents than do fire and EMS personnel. In
agencies where mobile data systems have been in-
troduced, there is an almost universal trend: the rate
of recovery of stolen cars increases, as does the num-
bers of arrests for outstanding warrants. When
officers can make these inquiries quickly and easily,
they make more of them.

Field workers may be able to bring up
diagrams or maps of the area ... and
gather intelligence on the incident as
they respond.

There is also a common downside to installation
of MDTs in vehicles, particularly in police vehicles:
accidents involving patrol cars tend to increase. Ev-
ery MDT manufacturer and local government agency
that uses MDTs has a policy that warns the operator
of the vehicle not to use the MDT while the vehicle
is in motion. Unfortunately, when officers know they
have information at their fingertips, they want to use
it as much as possible, and they don’t want to pull
to the side of the road to do it.

Avoice interface option for the MDT may reduce
this problem, if not eliminate it. One vendor now
offers a voice recognition interface that allows a
mobile operator to make inquiries and receive replies
to those inquires without taking his or her eyes from
the road. The voice interface system works with most
of the wireless data equipment marketed to public
safety.

Mobile data terminals. There are two types of MDTs
mounted in vehicles:

* “Dumb terminals,” capable of interacting with
the wireless network, sending and receiving
messages, and performing common dispatch
functions

® Laptop computers that incorporate all the capa-

bilities of the “dumb terminal,” but add the
flexibility of a computer to run word processing,
database, mapping, and other software.

When laptops were a lot bigger, more expensive,
and fragile, the “dumb terminal” solution was by far
the most popular. However, now that laptop com-
puters have evolved and decreased in price, far more
agencies use laptops, or some other configuration of
a full-fledged computer, as the hardware platform
for a wireless data system.

Some companies have developed fully capable
“laptop” computers especially for use in mobile en-
vironments. The word “laptop” is in quotes here be-
cause these machines would be very difficult to use
on one’s lap. The display, keyboard/input device,
and central processing units (CPU) are all mounted
separately. These hardware designs are more expen-
sive than an off-the-shelf laptop, and generally they
can’t be taken out of the car for use elsewhere. How-
ever, they give more flexibility with regard to mount-
ing in the car, and they tend to be more durable.

The mounting of equipment in emergency ve-
hicles has become an important issue as passenger
compartments have gotten smaller, and equipment
has to be kept clear of the deployment zone of the
car’s air bags. Radios, siren and emergency light con-
trol panels, radar units, mobile video recorders, mo-
bile data terminals, and rifle/shotgun racks all
compete for space with the driver and passenger.

Laptop displays aren’t generally intended to be
used in mobile environments, and it shows. In the
daytime, they are often too dim to be read clearly in
direct sunlight, and at night, their glare may impair
the driver’s night vision. The screen brightness of
some modular displays, like those described above,
is adjustable over a wide range, so that they can be
read during the day or at night without strain.

Many of these displays are also touchscreen-sen-
sitive, so that the operator can click buttons and make
short text entries without using a keyboard. This is
often useful for pre-programmed functions, such as
advising of arrival at an incident, signaling a traffic
stop, or calling for help in an emergency. When the
operator needs to make a more complex text entry,
he can use a conventional keyboard, which might be
stowed beneath other equipment on the floor, or in
some other less obtrusive location.

Laptops are most often damaged when
they are taken out of the car.

When buying conventional laptop computers for
use as mobile data hardware, a public safety agency
generally has two choices. The agency can buy laptop
computers of normal durability, and purchase extra,
to be used as replacement units when the primary
units are damaged or lost; or it can buy “ruggedized”
laptops, which are more durable and will not need
replacement as often. The second choice usually in
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cludes some wishful thinking. Even though some
ruggedized laptops can withstand being run over by
a large truck, they will still break down, sooner or
later, and will have to be replaced.

Ruggedized laptops are heavily cushioned
against shock, sealed against water and dust at ev-
ery possible entry point, and insulated to be able to
operate in temperature extremes. Some of them will
continue to function while immersed in water. They
are generally heavier than standard models, slightly
bulkier, and cost approximately 50 percent more than
a non-ruggedized computer of comparable specifi-
cations.

Experience has shown that laptops are most of-
ten damaged when they are taken out of the car. For
example, agencies that issue laptop computers to
employees at the beginning of each duty shift, in-
tending that the employee should mount the laptop
in the vehicle and then return it at the end of the day,
find that the machines get left on the hoods of cars,
fall off their mounts, and suffer other, similar abuse.
Even when the laptop is in the car, it is subject to
Gagne’s First Law (named for Alec Gagne, a Mor-
gan Hill, California, police officer): Any horizontal
surface in an emergency vehicle, no matter how
costly or delicate, will be used as a coffee cup holder.

Whatever strategy you choose, make sure that
you have enough replacement units on the shelf to
issue when primary units go down, as they inevita-
bly will. To make the laptops last as long as possible,
minimize the number of times that they are removed
from their car mounts, through a combination of wise
equipment purchasing, good training, and judicious
policy formation and implementation.

Network infrastructure. A wireless data system re-
quires a fairly complex network infrastructure. A
server capable of interfacing with the local computer-
assisted dispatch (CAD) system and with the wire-
less “backbone” has to be in place, and the software
on board the mobile units has to be compatible with
that server and with the databases that it will be ac-
cessing.

There is also an issue with how the data will be
transmitted. For many years, in order to have a wire-
less data network, the user also needed to have ac-
cess to one or more dedicated radio channels to carry
the data. As discussed previously, these radio chan-
nels are increasingly difficult to obtain, as bandwidth
becomes more precious. Further, many local govern-
ments provide services to areas where there is little
or no radio coverage.

Fortunately, cellular telephone networks can be
used for public safety data communications, and pro-
vide good security and relatively low cost. Even
where a public safety radio network has dead areas,
cellular phone users can still communicate in all but
the most remote areas. The explosion of the cellular
telephone industry has provided the necessary capi-
tal to erect cellular towers sufficient to ensure that

cellular customers are very seldom out of touch.

The technology that makes cellular telecommu-
nication possible is called CDPD-cellular digital
packet data. With CDPD, data are moved through
the network in a way very similar to the way that
electronic mail and other data are moved through the
Internet. CDPD uses a similar scheme, but instead
of transmitting information over a hardwired net-
work, the packets are converted into digital form and
then sent over the cellular bands (radio channels
designated for cellular traffic by the Federal Com-
munications Commission). Depending on the system
in use, they can be sent over cellular channels not in
use at that moment, or interspersed with other regu-
lar cellular traffic. As long as the user is within range
of a cellular relay tower, the message has a high like-
lihood of getting through intact. Approximately 85
percent of the geographic area of the United States,
and 99 percent of the population, has cellular cover-
age.’

The advent of CDPD places the capability of a
wireless network within the reach of most local gov-
ernments, regardless of size. Before CDPD, an orga-
nization that wanted wireless data communications
had to have the capital to build its own wireless in-
frastructure, with relay stations, repeaters, and re-
served radio channels, all of which was prohibitively
expensive for all but the largest local governments.
CDPD eliminates the cost of having to build that in-
frastructure, as it is already in place. A public safety
agency can also create a hybrid network, sending
data over a cellular network where that network is
available, and over a conventional radio channel
where it is not.

CDPD places the capability of a
wireless network within the reach of
most local governments.

One vendor is offering a turnkey MDT system
that is based entirely on CDPD. For approximately
$300 per month per terminal, the vendor provides
all of the hardware, software, and support necessary
to establish wireless data capabilities. This might
seem to be a steep cost, but when one considers the
cost of purchasing, configuring, and maintaining
servers, software, data connections, and the other
infrastructure associated with this project, $300 per
month can be a real bargain.

Gauging effectiveness. To measure the potential
effectiveness of a wireless data system, a task analy-
sis may be necessary. How much time is spent at
headquarters, completing tasks that could be accom-
plished in the field with a wireless system? How
many inquiries of databases are not made because
the police officer in the field doesn’t want to take up
valuable airtime, or can’t get on the air because of
other traffic? Will the information supplied by a wire



14 Inquiry Service Report

less system allow your employees to complete all of
their administrative tasks in the field? If there is even
one item of information that can’t be obtained in the
field, or one task that can’t be performed to complete
a process, then the trip to the station will have to be
made, anyway:.

Organizational impact. Introduction of wireless sys-
tems may require some re-education and organiza-
tional change in order to make them effective. Public
safety workers, like those in other industries, use the
office or station as a social center, as well as a work-
place. Employees return to headquarters to turn in
reports and complete paperwork, and at the same
time, socialize, catch up on internal goings-on, use
the restroom, and perform other tasks, work-related
and otherwise. Even if employees can perform all
work-related tasks in the field, they will still want to
return to the home base. Although telecommuting is
a popular option among many employees, they re-
port that they miss out on a lot of the informal com-
munication that takes place in the office. The same
thing is likely to happen when wireless data systems
allow public safety tasks to be completed in the field.

Cellular Telephone Applications

Cellular telephones are now so commonplace and
relatively inexpensive that many families have one
for every member. Cellular telephone technology can
be used to augment the capacity of public safety
workers, but only with clear policies on use.

Any public safety worker may be called to duty
at any time to respond to a local emergency. The
smaller the community, the more likely this is to hap-
pen, as the available pool of personnel from which
to draw is small in small communities. Pager sys-
tems can be used for one-way communication, but
some public safety workers may also need to initiate
communication from the field. Firefighters and EMS
personnel often intervene in accidents and other un-
planned happenings, and they may need a way to
communicate quickly with their home base and sum-
mon additional help. How likely this is to happen
depends largely on the makeup of the work force and
your policies regarding off-duty responses.

Law enforcement officers are even more at risk
for off-duty encounters, because many law enforce-
ment officers routinely carry their badges, identifi-
cation cards, and weapons while off duty. If they elect
to intervene in a crime that they observe while off
duty, their options, absent a reliable means of com-
munication with the dispatch center, are extremely
limited. If they decide to act in a law enforcement
capacity, the fact that the firearm is one of their few
decisive force options may cause them to escalate a
situation beyond what would be required if they had
all of the tools (including access to backup officers)
normally available to them while on duty.

Some law enforcement agencies issue every

officer a portable radio that he or she can carry while
off duty. While this is certainly desirable, it is an
imperfect option. First, even modern portable radios
are bulky and uncomfortable to carry while in street
clothes. Second, their range is limited, and outside
of the jurisdiction where the officer works, they are
useless, being beyond the reach of a base station on
their frequency. Finally, if the officer needs to com-
municate with someone other than the base station
dispatcher or another mobile unit (for example, a
translator), messages must be relayed through the
dispatcher, which is inefficient and inconvenient.

Deploying cellular phones to employees on a
wholesale basis can invite misuse and public criti-
cism. If employees are not required to account for
use of cellular airtime, they will quickly come to re-
gard it as essentially free and use it indiscriminately.
The key is to arrive at a method and policy that per-
mits and encourages use of cellular phones for le-
gitimate business, but makes the employee
personally accountable for all other charges associ-
ated with the cell phone.

The objective is to provide the
employee in the field with as many
communications options as possible.

Cellular airtime bills generally account for ev-
ery call, providing both the duration of the call and
the number of the telephone on the other end of the
call. The cellular service provider can often custom-
ize billing to meet the needs of the local government
that needs this level of accounting. Bills can be sup-
plied in computer-readable form, and calls made and
received can be cross-indexed with indexes of tele-
phone directories. Management services will perform
this kind of analysis for a nominal fee, which is
quickly recovered through the elimination of unnec-
essary calls made at public expense. Employees can
be required to keep a log of calls made and received,
and to reimburse the city or county for any calls that
are unrelated to official business. Just knowing that
their call activity is being continuously monitored
will keep many employees from using the phone for
personal or otherwise unnecessary calls.

Another option might be to allow employees to
obtain cellular service at the local government rate,
which is often substantially cheaper than any avail-
able to a business or individual user. The employee
pays the monthly service fee and for any airtime us-
age that is not attributable to official business. In the
alternative, the employer could pay the monthly ser-
vice fee, to overcome any resistance from individual
employees who don’t want to make a personal in-
vestment in cellular service. This gives the employee
the benefit of having a cellular phone to use for any
purpose and gives the employer the benefit of hav-
ing employees reachable by cell phone.

Many cellular phones can be configured to make
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and receive calls from only certain predesignated
numbers, including 911, or some other programmed
emergency number. Some law enforcement agencies
give programmed phones to the victims of domestic
violence and stalking. The phones can be used only
to summon help in an emergency, and thus have a
low potential for abuse.

Whatever cellular telephone strategy you elect
to use, remember that the objective is to provide the
employee in the field with as many communications
options as possible, so that they are not committed
to a single, undesirable course of action in an emer-

gency.

Digital Record-Keeping Systems

Most of the records that local governments create are
still on paper. Managing all of that paper is an ex-
pensive and perilous process. Digital imaging sys-
tems allow paper records to be archived with built-in
redundancy in the form of backup copies, and can
provide almost instant access to any record via a
properly networked system. Scanned copies of pa-
per records can be interleaved and integrated with
records that start out in digital form, such as dispatch
logs, voice recordings, and digital images.

Most of these records are stored on digital me-
dia, such as CD-ROMs, which hold about 650 MB of
data per disk. Not long ago, machines to create CD-
ROMs from blank disks cost $10,000 or more. Today,
they can be had for less than $200, and the blank
disks cost about a dollar a piece in bulk. Users can
archive their data inexpensively to a medium that is
very easy to access and make cheap redundant cop-
ies for remote storage, to ensure that no single di-
saster or theft can destroy the data. Because the shelf
life of recordable CD-ROMs is relatively short (per-
haps only ten years), a public agency must put in
place a long-term plan for upgrade and maintenance
if it chooses this medium for permanent storage.

At this writing, the equipment to create the much
higher density DVD disks is still expensive, but
prices for this equipment are likely to fall within a
few years. This will allow storage of as much as 24
times as much data on a single disk as is allowed by
CD-ROM technology.

CD-ROMs are typically stored in a “jukebox”
that allows disks to be shuffled in and out of a CD-
ROM drive as needed. The number of disks that can
be accessed at one time is determined by the num-
ber of active drives, and the storage capacity of the
jukebox varies with the model. These systems are
fairly large investments initially, but they can save a
great deal of money in the long run, supplanting the
need to store paper records, magnetic tapes, and
other records, while at the same time ensuring that
the information will remain available. Magnetic stor-
age media, such as floppy disks, hard drives, and
recording tapes, can be erased with a strong mag-
netic field or electronic pulse, and are thus fairly frag-

ile. Plastic CD-ROMs are not affected by magnetic
fields, and remain readable unless severely defaced
or broken into pieces. It would be difficult to acci-
dentally destroy an archive on a CD-ROM disk.

The transition from a paper to a digital archiving
system is expensive. Each paper document must be
scanned into digital form. Companies such as Xerox
and Bell and Howell sell equipment and services to
expedite this process, and service companies will
contract to scan documents. Only after the archiving
process has been checked for completeness should
the original records be destroyed.

Intelligence Analysis and Expert System
Software

Law enforcement investigators often have too much
rather than too little information, and must manage
the information and make sense of it. For example,
leads are often generated by a pen register, a device
(more commonly now, a software program) that
records the numbers dialed from a telephone where
the register is installed. Digital switches and other
innovations of the telephone industry have made it
possible to capture the numbers of callers to that tele-
phone, as well.

The investigator using this information is con-
fronted with long lists of telephone numbers, with
time and duration of calls, and possibly gets the
names of the persons or companies who subscribe
to those phone numbers. With this information, the
investigator can find out who is in communication
with the suspect, and what relationship the suspect
might have with each person or entity. In many cases,
the majority of the calls are either legitimate or in-
consequential and have no impact on the investiga-
tion. Of course, the trick is to figure out which calls
are important to the investigation.

Data mining involves searching huge
repositories of information for records
relevant to an investigation.

Narcotics, fraud, and vice investigations most
often need to track calls, and they also tend to in-
volve large numbers of people, both suspects and
victims. The classic analysis technique for this type
of data is the link chart. Each person, place, call, and/
or event is written on a card, and the card is posted
on a bulletin board. Lines are drawn between card(s)
that involve the same communication or transaction.
The center of the activity is usually found where the
lines begin to converge.

As the number of people, calls, meetings, and
transactions increases, a bulletin board is inadequate.
However, intelligence analysis software can easily
keep track of all of the relationships in an investiga-
tion of this type, and display them in any number of
ways. By accessing other databases and comparing
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the information contained in them against that in the
intelligence database, the investigator can associate
persons with businesses, vehicles, telephone num-
bers, bank accounts, real estate and other items that
may be fruits of a crime, or leads to other elements
in the enterprise.

A data mining utility or service is often used
with intelligence analysis software. Lexis-Nexis and
DBT Online are the two largest providers of this ser-
vice to law enforcement. In this context, data min-
ing involves searching huge repositories of
information for records relevant to an investigation.

Law enforcement databases can be searched, as well
as records maintained by the private sector, or
records databases from non-law enforcement govern-
mental sources. These records can include credit his-
tories, records from licensure bureaus (professional
licenses, concealed weapons permits, disciplinary
records), tax assessor records, telephone numbers,
city directories, and so on. Online searches can be
done cheaply and quickly, and they retrieve infor-
mation that used to require weeks of sifting manu-
ally through courthouse records to find. As with pen
register records, these searches can yield an over

Sharing public safety records

In July 1998 luw enforcement representutives from
severdl south-central Minnesotda counties and cities
beyun u collubordutive effort to share records aund
eyuipment und to control costs. Representutives
from five counties und sixteen communities ut-
tended u meeting to discuss common concerns
und opportunities:

e Present systems were ut leust 10 years old; most
did hot cupture informution for unaulysis of
crime trends.

o Most dutubuses were proprietury; informaution
could hot be eusily formutted to dllow sharing
with other systems.

e Modern disputching reyuires fully functional,
computer-ussisted disputch (CAD) systems—
something ho ugency wus using.

e The purticiputing communities heeded to
improve their ubility to recover from natural or
humun-maude disusters.

e Public sufety officiuls were frustruted by their
inubility to shure informution ubout persons
and crimes with other agencies.

e Deputies und officers heeded to be out in the
community und on the streets, rather than in
the office.

o [nformution from the very smuall police
depurtments should be avdiluble ut u
reusonuble cost.

e Courts, corrections, und humun services should
be duble o inteyrate systems to dllow seamless
tracking from point of contauct through
sentenciny und probution.

e A shured system should hot preclude locul
control of creution, modificution, deletion,
and/or disseminution of sensitive files.

The yroup discussed whether u system could be
desighed und implemented thut solved dll or most
of these issues while ulso linking fogether the mauny
ugencies. Such u project would obviously present
technical challenges. But the redl hurdles would be
chunyginy the traditiondlly protective culture of
muny law enforcement ugencies, und educating
elected officiuls about the vidbility and benefits of
a fully-shared records system.

As discussions proyressed, the purticiputing sher-
iffs and police chiefs set uside any reservations they

held ubout developing a shared records system
und decided they heeded u struteyy that would
develop u “biy picture.” This strateyy would consist
of information that could be unalyzed to study
crime frends und ussess the most effective re-
sponses—starting at the time of roll cull, crime de-
tection, reporting and arrest, and concluding with
sentenciny und probution.

The intfegruted system wus designed uround
enhhunced computer-uided disputching (CAD), un
udvunced records munugement system (RMS),
und u mobile digitul computing (MDC) system.
Other progrums included in the system include jail
records munugement, civil process, und photo
imayging.

The city of Munkauto und Blue Earth County had
recently formed the Joint Services Bureuu, u joint
powers entity, to oversee initiatives shared between
the two ugencies. (Joint Services presently encom-
pusses disputch operations, records functions, issu-
ance of permits, und tobucco retdiler licensing.)
Munkuto Deputy Director Jerry Huettl, who serves
as udministrator of the Joint Services Bureuu, wus
usked to oversee reseurching the many yuestions
ussociuted with u shured records system. Over the
next few months, the effort included evaluating
vendors, preparing budygets, holding meetings with
elected officiuls, und presenting informution to the
various purthers.

Affer u review of muny possible venders, the
group chose Computer Informution Systems (CIS)
for two muijor reusons. First, eighteen counties in the
state currently use the CIS system. Additiondlly, the
Minnesota County Computer Cooperative (MCCC)
recoyhized CIS us un upproved vendor for this type
of records system. The system was implemented in
lute December 1999. The leuders of the effort to
shure public sufety records munaugement in south-
central Minhesotu believe that the single most
importunt element of success hus been the coofp-
erution und buy-in of ugency leuders und elected
officidls.

Source: Bused on un article by Jumes Franklin und Jerry
Huettl titled “Shuring Records,” which uppeured in the
November 1999 issue of Minhhesotu Cities mugazine, u
publication of the League of Minnesotu Cities.
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whelming amount of information, but when used in
conjunction with intelligence analysis software, the
information can be managed and the relationships
between subjects of interest can be made more ap-
parent.

A homicide investigation can involve hundreds
or thousands of interviews, each of them containing
information about cars, people, animals, times, dates,
and places. Some intelligence analysis packages can
“mine” narrative reports for this information and
catalog it into the database. As a result, the chance
that a lead or relationship will go unnoticed is greatly
reduced, and a much greater percentage of cases are
solved and closed.

Expert system software uses a technique that is
similar, in that it brings to bear the skills of experi-
enced investigators to analyze information. To cre-
ate an expert system, the developer brings together
people with substantial experience in the field and
asks them to articulate the rules that they use to reach
conclusions. Many experts aren’t aware that they use
rules, as they often work intuitively, rather than de-
ductively. By asking, “How do you know this?” the
developer establishes the methods by which they
reason, and the assumptions they make.

The developer of an expert system incorporates
thousands of these methods and assumptions into a
matrix. Improving the matrix tends to be a never-
ending project, as methods and situations change
over time, and the confidence level of each assump-
tion is likely to change. The best expert systems refine
their own values, based on verification of accurate
conclusions.

The investigator using an expert system fills out
a questionnaire that captures relevant data from each
case to be analyzed. Once the data are captured, the
expert system can produce a list of assumptions
about the suspect(s), each with an assigned
confidence level. The result is essentially a profile of
the most likely suspect(s) in this case. The result pro-
vides the investigator with leads that he might not
be able to derive on his own. A system like the one
described here, targeted at career burglars, was in-
strumental in reducing residential burglaries by 32
percent over one year in Ottawa, Ontario.?

An expert system helps preserve the corporate
memory in criminal investigations. The combined
knowledge and experience of the members of an or-
ganization constitute its corporate memory. As in-
vestigators are transferred, rotated, or promoted out
of their assignments, taking with them the experi-
ence that they gained in those positions, the expert
system allows much of their expertise (and that of
other agencies) to be archived and used in the solu-
tion of crimes that take place after the investigators
who created the system are gone.

Expert systems are available for several types of
criminal investigations, and others have been de-
vised to predict police officer behavior and miscon-
duct. Some systems work better than others, and each

has to be carefully evaluated before purchase, be-
cause these systems tend to be very expensive. The
software manufacturer has to invest thousands of
hours of research before it has a product to market,
and the customer base is comparatively small. When
expert systems work, they can save many times their
cost in losses that are avoided and manpower that
doesn’t have to be deployed.

Both intelligence analysis and expert systems
software require that their users have a certain
amount of expertise to use them effectively. The com-
panies that make these systems always offer train-
ing in the use of the software, and many sponsor a
user’s group with periodic meetings. It is important
that the people who will be using the software com-
plete this training and stay current by attending the
user’s group meetings.

It is not uncommon for the chief executive or a
senior manager from the agency making the pur-
chase to reserve a training “seat” for him or herself,
but unless the manager is going to be actually using
the system, this is a waste of resources. More than
one user should be trained, so that at least one is al-
ways available, but the manager who takes the train-
ing and then does not use it regularly will not
maintain his or her skills. See that the training is
given to the people who will make the greatest use
of it.

Electronic and Voice Mail Applications

Because public safety is a 24-hour-a-day function,
public safety employees’ schedules are often not in
concert with normal business hours. Employees have
to be rousted from much-needed sleep to answer
questions about operations from the previous duty
tour, and meetings are difficult to arrange without
paying overtime and disrupting everyone’s sched-
ule. Electronic and voice mail can be practical and
relatively inexpensive solutions.

Electronic mail. E-mail can be used to disseminate
information that would normally be reserved for
real-time meetings. Face-to-face meetings have the
advantage of being more conducive to discussion,
and some topics should be reserved for these, be-
cause discussion can be a critical component of the
communication for both management and labor.
However, many routine communications can be sent
by e-mail, saving valuable personnel time on both
sides of the management-labor fence.

Internal e-mail is a resource that has to be used
judiciously. It is very easy to get carried away with
the ability to transmit information to every member
of your workforce at one time and saturate them with
too much data. If the message isn’t important enough
to announce at an “all hands” meeting, it probably
shouldn’t go onto the e-mail system.

Making your e-mail system accessible from com-
puters outside of the office is often convenient, be
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cause employees can check e-mail from their homes
while off duty, or from a hotel while on a vacation
or business trip. However, this also opens a poten-
tial point of entry to vandals or hackers/crackers
who may do damage to your network. If remote ac-
cess is provided, it is critical that user names and
passwords be kept absolutely confidential and
changed frequently, and system administrators have
to be especially vigilant. Unless there is a clear need
to provide remote access, it may be preferable to re-
strict access to internal users only, or to forward
e-mail messages to a personal account temporarily
when an employee is going to be away from the office
for an extended period.

If your e-mail system is configured to provide
some or all employees with an e-mail account acces-
sible from the Internet (e.g., name@anycity.ci.xx.us),
then it is wise to put in place some well-defined poli-
cies on how employees are to use this resource. As
citizens gain access to the Internet and get used to
using e-mail as a routine and convenient form of
communication, they will begin sending direct ques-
tions and comments to government employees, in-
cluding public safety employees. Internet-based
e-mail also provides a conduit for employees to net-
work with their colleagues in other agencies and find
new ways to solve problems and access resources.
Employees can subscribe to professionally oriented
mailing lists and participate in online discussions
during business hours. These, among other things,
are the positive uses of electronic mail.

Employees can have little expectation
of privacy on a computer network.

On the negative side, the Internet overflows with
amusing but time-wasting features that can eat away
at employee efficiency. Joke lists, personal correspon-
dence, commercial solicitations (a significant fraction
of which are of a sexual or pornographic nature),
hobby-oriented mailing lists, and other non-business
activities have no place on the local government net-
work. If the media discovers these activities, they
usually prove embarrassing for the employees that
use the network. When employees use the network
for recreational purposes, it also increases dramati-
cally the likelihood that a computer virus will be in-
troduced into the system, threatening all the data on
the network.

Statutory and case law is clear: employees can
have little expectation of privacy on a computer net-
work, especially if the employer gives notice that
activities conducted over the network will be moni-
tored. It is important to make this policy known to
all employees who use the network, and to follow
up by randomly inspecting network files and e-mail
folders to ensure compliance.

When relatively harmless unauthorized activity
(such as personal correspondence with trivial con-
tent) is found, a personal word to the employee is
usually enough to halt the activity. Word of this kind
of monitoring travels fast through the informal net-
work, and it will quickly become clear that “big
brother is watching.” Employees who wish to explore
the Internet for personal activities should be encour-
aged to obtain their own e-mail accounts and do this
on their own time. Those who can’t afford comput-
ers of their own can usually find Internet access at a
local school, college, or library.

Voice mail. Voice mail systems are especially valu-
able for public safety operations because employees
work round-the-clock shifts and are frequently un-
available during normal business hours. When man-
agers, other employees, and citizens need to contact
these employees, they are often sleeping or pursu-
ing personal activities. Electronic mail is an imper-
fect solution to this problem, because e-mail requires
access to a computer on both ends of the communi-
cation, and that is not always convenient. However,
most people do have access to a telephone. Written
phone messages are less reliable especially because
law enforcement employees, in particular, may be in
contact with citizens who do not wish their names
to appear on a message slip where it can be read by
anyone who happens to find it.

With any type of public safety switchboard, mes-
sage center, or headquarters, there should always be
ready access to a human operator. Even though there
may be an emergency number (such as 911) desig-
nated for emergencies, people frequently call non-
emergency numbers with a request for immediate
assistance. “Please hang up and call ____"is a highly
unsatisfactory response in this situation. One of the
first options callers hear, if not the very first, should
be information on what key to push to immediately
transfer to an emergency operator.

Most voice mail systems then allow the caller to
hear the employee’s voice speaking his or her name,
followed by the mailbox number. If possible, key
voice mailbox numbers to a number associated with
the employee, such as a badge, commission, or pay-
roll number, and put it on the employee’s business
card.

Employees should be encouraged, if not re-
quired, to update their greetings to reflect current
assignments, vacations, or other circumstances that
might affect when their voice mail message will be
retrieved and answered. For example,

”This is Paramedic John Smith, assigned to
Anytown Fire Rescue Station Number Six dur-
ing July. I will be attending in-service train-
ing out of town during the second week of
July, and will retrieve my messages when I
return.”
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This message alerts callers with an urgent need
that they need to direct their request elsewhere. Be-
cause some employees may decide to get creative
with their outgoing messages (usually not a good
thing), supervisors should periodically monitor to
ensure compliance with voice mail procedures.

Some voice mail systems allow an “urgent” code
to be attached to a message. The “urgent” code has
the effect of moving the message to the top of the
message queue when messages are replayed, and can
also cause an alert to be sent to the employee’s pager
or other alerting device. It is usually best to keep this
option available for internal use only. Citizens may
regard their request as urgent enough to disturb the
employee while he is off duty, when this decision is
better left to an on-duty supervisor. As noted above,
if the message is more urgent, the caller should be
directed to a human operator, who can either con-
tact the employee personally, or refer the problem to
someone who is on duty and able to respond to the
problem.

Employees should be able to retrieve messages
from any remote telephone. The retrieval access num-
ber and retrieval codes should be held as confi-
dential, and employees should be required to change
their passwords frequently to avoid someone “hack-
ing” the voice mail system. To ensure that employ-
ees are monitoring and responding to voice mail, it
may be wise for supervisors to leave messages from
time to time. Most systems allow authorized users
to leave a message in multiple voice mail boxes with
a single call.

Voice mail is another form of asynchronous com-
munication that can be very useful and user-friendly,
if not misused. As with other systems, it requires that
supervisors check for compliance with use guidelines
from time to time to ensure that the “face” your
agency shows to the public via its voice mail system
is a professional one.

1 William Glanz, “Imaging Firm Battles Paper,” Baltimore Busi-
ness Journal 16, 10 (July 10, 1998).

2 Cellular Telephone Industry Association, June 1999.
3 The Gazette, Royal Canadian Mounted Police (February 1998),
p-3.
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For more information on radio
communications interoperability

Public sufety work requires effective coordination,
communicution, und sharing of information be-
tween humerous criminal justice und public sufety
agencies. However, muny radio communicutions
systems currently in use ure technoloyicully obso-
lete und don’t have the cupucity to serve their
community properly. In muny communities, police
officers, firefighters, und emergency medicul ser-
vice personnel respondiny to the sume incident
cunhot communicute with one another.

Recent high-profile public sufety incidents have
focused uttention on the criticul role of public
sufety communications und the deficiencies of
existiny systems. But improviny public sufety com-
municutions is u complex undertuking. Locul ugen-
cies will need fundiny, they will heed uccess to the
radio spectrum, they will heed systems thut cun
inferoperute with those of heighboriny jurisdictions
und cooperuting ugencies, und they will heed to
be uble to protect their new systems ugainst secu-
rity threuts.

To uddress these problems, the National Institute
of Justice (NIJ) hus creuted u comprehensive pro-
gram knowh us AGILE to pursue reseurch, promote
standards for public sufety communicutions sys-
tems, evuluute systems, und provide informution
and ussistance to elected und uppointed officiuls
to help promote informed decision making regard-
iny issues of communicutions interoperability. For
information ubout the AGILE progrum and its free
services, contuct Mike McGee, AGILE Educdution
Programs Director, 800/416-8086 or
mmcyee@du.edu.
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