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ethics matter! | celebrate conduct

BY MARTHA PEREGO

CELEBRATE
ETHICAL CONDUCT

Do it with positive stories

hy is it that in our efforts

to inspire everyone to do

the right thing, we rely
on examples of people who did the
wrong thing? This hardly seems like
the approach designed to produce the
best outcome.

Think about all the learning oppor-
tunities we face in life. What inspired
you to learn to swim? Was it stories of
people drowning or the fact that your
older sibling succeeded?

So why do we rely so heavily on
the bad stories? Is it the scarcity of
ethical people in the profession? Is the
profession now so ethical that doing
the right thing is the uninteresting
norm? Or is it just a reluctance to tell
our story?

The lack of positive stories about
local government professionals reflects
the persona of the profession and the
challenge of blowing the whistle. We
choose to stay out of the limelight.
Often the story of what we did right
doesn’t get shared out of loyalty to the
organization we served. Talking about
what you did right requires exposing

details about those who didn’t.
Credible third-party reviews might
accelerate sharing positive stories.

Cal-ICMA Ethical Hero Award
The Cal-ICMA Ethical Hero award
exists to recognize ICMA members in
California who serve the profession
with dignity, honor, and integrity.

This year’s recipient is Magda
Gonzalez. Magda joined the city of East
Palo Alto as city manager in 2012. In
nominating Magda, a colleague said that
she “provided the mayor and city council
with her best professional advice.

“Her advice and leadership for the
organization was thwarted by certain
councilmembers, and they questioned
the role of a city manager. Rather than
being concerned about her own profes-
sional future with the organization,
she moved forward with evaluating the
effectiveness of programs and looking
for efficiencies.

“Her continued focus on finding
the best course of action for the city
and bringing that information to the
council’s attention was often met by
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the council’s lack of support without
stating legitimate reasons. She also was
publicly criticized for performing what
professional city managers view as
their role in a council-manager form of
government. The council decided not to
renew her contract.”

Magda is currently city manager for
Half Moon Bay, California. To read about
her and past winners, visit the Cal-ICMA
website at http://icma.org/en/ca/home.

Ancther Ethical Hero

Greg Smith served as manager for
Moon Township, Pennsylvania, for 24
years when he encountered the biggest
ethical challenge of his career. Dr. Craig
Wheeland, political science professor at
Villanova University, explored his saga in
an article published in the American So-
ciety of Public Administration’s journal
Public Integrity (Summer 2013 edition;
WWww.aspanet.org).

As chronicled, an election brought
a new majority to the board of supervi-
sors who “broke with the tradition of
nonpartisanship, respect for professional
management, and ethical practices long
established in Moon’s political culture.”

From Day One, the conduct of the
new majority raised red flags. They
excluded staff and minority board
members from their discussions. At the
reorganization meeting, they appointed
a new township solicitor and engineer.
While the move was their prerogative,
it lacked a competitive process and staff
input. The solicitor was a neighbor of a
new councilmember; the engineering firm
was an unknown entity.

Soon thereafter, the solicitor and the
engineering firm billed the township for
work that was not authorized by the
board and was a surprise to staff. When
presented with the facts and the bill, the
board approved payment.

The engineering firm established
a trend of submitting unreasonable
invoices and also failed to provide the
substantiating work product. Yet, it had
the support of the board majority.

As detailed in the article, each month

presented a new ethical concern. Greg
and his assistants attempted to address
and correct these issues internally. Fram-
ing the issues around acceptable prac-
tices, they were determined to convince
the majority of the board to change their
practices. When that approach failed,
they documented the questionable items
in detailed memos. Correspondence was
broadly shared internally. All to no avail.

Ultimately, Greg and his assistants
arrived at that ethical crossroad. Do you
continue to challenge the conduct of the
board even when the “bright light of il-
legality is lacking (although suspected)”?
Or do you leave?

Greg shared with colleagues that his
obligation to the community, organiza-
tion, and his personal and professional
standards required him to try to resolve
the ethical dilemmas created by the
board. He said that “What we know
scares us, but what we did not know
scares us even more.”

Greg and his two assistants ultimate-
ly chose to resign. Greg was reserved in
his public statement noting that “he and
the board had very different approaches
as to how local government should oper-
ate.” He was more direct in individually
addressed letters to the board. One board
member made the letter public. The
next month the board selected a new
engineering firm.

In the end, Dr. Wheeland noted
“resigning appeared to be the best
remaining professional practice to call
the public’s attention to the board’s
questionable actions.” Greg and the
two assistant managers continued their
careers in local government. Greg passed
away earlier this year.

We celebrate these colleagues for doing
what was right to uphold the public’s
trust. Now what steps do we need to take
to tell more positive stories? PV

MARTHA PEREGO
ﬁ Ethics Director, ICMA
* "% Washington, D.C.

\.  mperego@icma.org
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on point | a good read

ARE YOU READING A BOOK THAT
YOU WOULD RECOMMEND TO YOUR

COLLEAGUES?

MARCIA RAINES, ICMA-CM
City Manager

Millbrae, California
mraines@ci.millbrae.ca.us

I found the book For the
Love of Cities by Peter

Kageyama (2011) an inspir-
ing read in which the author takes an interesting approach
to the passion of building healthy cities. In my opinion, the
subtitle “The love affair between people and their places”
says it all. While we each spend a significant portion of our
professional lives dealing with day-to-day efforts to keep a
community on the correct path, I'm not sure how much time
and effort we spend on the larger picture.

As Kageyama points out, if we step back and look at the
sum of our efforts we can see that cities of today compete to

be the best places to live and where the best talent wants to be
located. This book looks at residents as those with an emo-
tional connection to the community where they live and what
actually makes the difference between one city and another.

The author provides examples that inspire real placemaking.
These examples look at what makes one city more appealing
than another. It’s realizing a connection to the place that resi-
dents call a city. The author helps us understand that it’s not the
transit system or the utilities that we connect with; rather, it’s the
places and the feel of the community we enjoy or don’t enjoy.

As leaders, local government managers should all be
inspired to pick up this book and read it before the next council
meeting or the next staff meeting. Better yet, give a copy to
both the councilmembers and the executive staff team mem-
bers and challenge them to read it.

We can make our communities more livable for everyone
by taking these views to heart. PV

Update Your
IEMA Profile

s your icma.org membership profile
complete? Are your employment and
educational histories accurate? If not,
you could be missing out on exclusive
news, resources, discounts and more.

Review your profile today!

Log in at icma.org and update your profile

| Weicome, ICMA Member | Edit Profile | Inbox £25) | Sign Out
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@lcma-org Visit icma.org to learn more about these topics.

 _CHECKLIST FOR CRISIS
 COMMUNICATION
- _ PLANNING

— t-_ Tips from ICMA's InFocus report can guide a local govern-mh_ent’s
" preparations for crisis communication.

= il - icma.org/crisis_communications

[kl

RICHFIELD

Richfield, Minnesota, learned that a culture of innovation is not created L

overnight. lts Ambassador Team is focusing efforts on spreading the
word and providing a greater variety of opportunities for employee
participation and engagement.

P icma.org/innovativerichfieldmn

SUPPORTING ITS VERY OWN

SMALL BUSINESSES | GI5S MAPPING
IN JORDAN DEPARTMENT

During 2014, Pitkin County,
Colorado, created its own GIS

Employing city-to-city partnerships and local economic development
training, ICMA is helping Jordanian municipalities strengthen their ability
to attract investment and facilitate growth through the USAID-funded
Local Enterprise Support (LENS) project.

mapping department that provides
online maps, photographs, and 3D
products to the public.

P icma.org/lens . o
b icma.org/pitkincountyGISdept
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Discussions of
d

response can
protect your
community

By Gerald Cliff

GITY HAL

|
AREAWAY S

about the impacts of
a breaches.

y Learn steps to take that
will reduce the likelihood of
a data breach occurring as
well as reduce the severity
of an incident if it happens.
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s local governments embrace
technology and use such finan-
cial instruments as credit and
debit cards and digital currencies
to accept payment for taxes, util-
ity fees, traffic fines, parking fees,
and more, the likely result will be

iIncreased exposure to personally identifiable
information (PIl) being compromised, which
Is part of the reason that identity theft is the
nation’s fastest growing category of crime.

Local governments of all population
sizes maintain records containing names,
addresses, ages, and Social Security
numbers of employees, taxpayers, con-
tractors, and volunteers. It is a rare entity
that does not maintain these records in
an electronic format.

It might seem illogical to the local gov-
ernment manager of a small community
to envision that the Chinese military, a
Russian cybercrime gang, or the Syrian
Electronic Army would target his or her
community’s computers when they could
be trying—and in many cases succeed-
ing—to hack into the U.S. State Depart-
ment, the White House, or the CIA.

While a local database of taxpayers
may not yield the millions of records that
hacking Target stores, Chase Bank, or
some other national chain will, hitting
several such smaller and softer targets
can yield results that can still bring
significant return to identity thieves.
Unfortunately for the owner of those
records, it can also bring tremendous
cost in dealing with the incident.

Major corporations typically have a
large reserve with which to address data
breaches. Local governments, however,

might be bound to a more narrowly
constructed budget and perhaps do not
have the luxury of a financial reserve
with which to prevent—or effectively
respond to—a data breach.

Believing that your locality’s IT
system is too insignificant a target for
a hacker tends to ignore some of the
reasons, other than identity theft, that
hackers will break into your system.
Remember, data breach is not limited to
someone hacking into your IT system.

A data breach can be the result
of lost or stolen paper documents, an
insider abusing his or her employment-
related access to the system, a lost or
stolen laptop or portable electronic
storage media, or improper disposal of
such electronic devices as copiers and
computers capable of retaining informa-
tion on their internal memory.Then there
is the activist hacker who simply wants
to disrupt the business of the govern-
ment entity that somehow offended or
disadvantaged him or her, or the political
activist who wants to make a statement
in support of a favorite agenda.

Citing a report by the National
Association of State Chief Information

8 PUBLIC MANAGEMENT | MARCH 2015

Officers (NASCIO), Governing magazine
noted in 2011 that 50 percent of states
NASCIO surveyed reported spending less
than 3 percent of their IT budgets on
security. The private sector by compari-
son spends 5 percent or more, often of
a substantially larger pool of resources.
Local governments that have not been
victimized tend to ignore the potential
threat and may be less likely to allocate
sufficient funding to a problem that
hasn’t happened.

Threats Abound

Recent events in a number of communi-
ties, including Ferguson, Missouri, provide
ample illustration of the damage “hactiv-
ism” can do to a city’s computer system.
Hactivism refers to the use of computer
technology to promote political goals (e.g.,
free speech, human rights). Government
Technology magazine reported in August
2014 that following the high-profile
incidents in Ferguson, the city’s IT system
was compromised, the Internet crashed,
the city’s website went down, and phones
ceased working at city hall.

The hacker group Anonymous claimed
responsibility and left warnings like
this: “If you abuse, harass, or harm the
protesters in Ferguson, we will take every
Web-based asset of your departments and
federal agencies off-line.” Since that time
PII of the chief of police and photos of his
home, his wife, and daughter have been
released on the Internet.

In March 2014, the Albuquerque,
New Mexico, police department was
bracing for a potential cyberattack by
an Internet hacktivist group in response
to the March 16 fatal police shooting
of James M. Boyd; however, a brief
interruption in website availability was
all that was reported. In November
2014, Anonymous did shut down the
Cleveland, Ohio, website in response to a
police shooting of a juvenile armed with
a replica handgun.

An additional threat is the dis-
gruntled employee who has just been

icma.org/pm



disciplined or terminated and decides

to take revenge on the employer. In July
2008, ABC News reported on a dis-
gruntled IT employee of the city of San
Francisco, who took measures that gave
him access to areas of the network that
he was not authorized to access. The
employee created a secret password that
gave him exclusive access to most of the
city’s data, enabling him to prevent other
authorized users from gaining access to
the system.

Costs of a data breach can be
devastating to an already tight local
budget. The Ponemon Institute pro-
duces an annual survey on the cost of
data breaches. The Institute found in
its “2014 Cost of Data Breach: Global
Analysis,” that “the average cost paid
for each lost or stolen record containing
sensitive and confidential information
increased more than 9 percent from
$136 in 2013 to $145 in 2014.”

Intrusion Costs

The true cost of cyber intrusion is
difficult to estimate. There is no one
repository for reported incidents of
cyber intrusions. The Privacy Rights
Clearinghouse (https://www.privacy-
rights.org) maintains a database that is
updated frequently and houses reported
incidents dating back to 2005. The
Identity Theft Resource Center (http://
www.idtheftcenter.org) began generat-
ing a yearly breach report for 2013 and
continues into 2014. The Breach Level
Index (http://breachlevelindex.com) is
a third source that provides reports for
tracking data breaches.

The National White Collar Crime
Center (NW3C; www.nw3c.org)
recently examined a total of some 5,000
reported data breach reports obtained
from the above three sources. The
incidents were categorized into several
broad categories, including business,
retail, education, governmental, and
nonprofit organizations.

From that information, a total of 629

icma.org/pm : online and mobile accessible

HAVING AN EFFECTIVE RESPONSE PLAN IN PLAGE
COULD HELP MITIGATE GIVIL CLAIMS OF NEGLIGENGE
AS WELL AS THE INEVITABLE POLITICAL FALLOUT

FROM SUCH AN EVENT.

incidents of data breaches at the state,
county, and municipal levels accounted
for the exposure of more than 54.5
million records of individuals’ PII since
2005. For the financial implications of
this, recall the previously mentioned
average of $145 cost per lost record
noted above.

Compromised Personal Information
It is important to remember that
confidential PII can be compromised in
a number of ways that do not involve
hacking. The analysis by NW3C, indi-
cated in Figure 1, found that unintended
disclosure was the most frequent cause
of data breach encountered by govern-
mental entities, accounting for 23.8
percent of the total.

A good example of such an incident
was noted when one local government

mistakenly used the wrong-sized win-
dow envelopes to send out income tax
forms to its employees, unintentionally
exposing Social Security numbers along
with their names and addresses.

Physical loss or stolen non-electronic
physical records represented the second
highest category of data breach, account-
ing for 19.3 percent of the total. This
category could include documents
containing PII that were left in vehicles
and in briefcases or other carrying
devices that were reported as either lost
or stolen.

Hacking came in third, accounting for
18.2 percent, indicating that as a security
threat, it still ranks quite high as an issue
that needs to be taken seriously.

Lost or stolen portable electronic
devices, including laptops, CDs, and
such portable electronic media stor-

FIGURE 1. Percentage of Total Local Government Data Breaches since 2005.

Disclosure

23.8

Insider

Physical

14.0

19.3

Unknown

7

Stationary - 3.1
R

Source: National White Collar Crime Center.
Sample size of 629 is the number of cyber
intrusion cases reported by local and state
governmental entities.
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WHILE A LOCAL DATABASE OF TAXPAYERS MAY NOT YIELD THE MILLIONS OF RECORDS
THAT HAGKING TARGET STORES, CHASE BANK, OR SOME OTHER NATIONAL CHAIN WILL,
HITTING SEVERAL SUGH SMALLER AND SOFTER TARGETS CAN YIELD RESULTS THAT
CAN STILL BRING SIGNIFICANT RETURN TO IDENTITY THIEVES.

age devices as external hard drives,
USB flash drives, and secure digital
(SD) memory cards accounted for 17.7
percent of the sample.

Malicious insider activity accounted
for 14 percent of the total. When com-
pared with the overall sample of almost
4,500 entities surveyed in which insiders
accounted for 12.4 percent, it appears
that the insider threat in governmental
entities is only slightly higher than in the
overall sample covering multiple types of
businesses and the education sector.

The potential ramifications of a mali-
cious insider activity where such confi-
dential law-enforcement-only information
as investigative case files, witness names,
or other information is accessed could
significantly magnify the overall impact of
this type of data breach.

Of the remaining causes of data
breaches, lost or stolen stationary
devices and unknown taken together
only accounted for less than 5 percent
of the total. Lost or stolen stationary
devices consisted of desktop computers,
copiers, and fax machines that contained
digital memories. It may be that rather
than being lost or stolen, these devices
are being improperly disposed of without
having their memories properly cleared
of confidential information.

The marginally good news appears to
be that data breaches due to malicious out-
side intrusion into government IT systems,
excluding federal, accounts for only 18.2
percent of the 629 number of incidents
analyzed. The rest of the loss of confiden-
tial information causes could potentially be
addressed by policy through:

¢ Rigorous employee education.

* More stringent rules regarding access
and use of confidential records.

¢ A rigorously followed policy regard-
ing proper disposal of used or leased
equipment.

¢ A strong policy of investigation and
corrective action to dissuade careless-
ness and unauthorized access of
confidential governmental records.

The civil liability attached to a data
breach is also a concern when discuss-
ing the potential cost of an incident.
When the question is asked—“Can a
governmental entity be sued for dam-
age resulting from a data breach?”—the
answer is: You can be sued for anything.
The likelihood that the plaintiff will
succeed may be a different matter.

To shed some light on this issue,
NW3C’s research attorney is assembling
an in-depth analysis on this issue, and a
white paper will become available this
spring at the research section of www.
nw3c.org. If local government manag-
ers need more information, the NW3C
research attorney can provide complimen-
tary consultation on the legal analysis.

Reducing the Impact
In short, the NW3C’s conclusion was
that in most cases, maintaining an
accurate, reliable criminal information
system stocked with legal and complete
information carries no greater exposure
to civil or criminal liability than other
government-related activities.

Absent a handful of (presumably)
uncommon fact patterns discussed in the

10 PUBLIC MANAGEMENT | MARCH 2015

above-referenced white paper, the only

real danger to the governmental entity is

negligence, which is hardly a new area
of risk. For government administrators
interested in minimizing costs or a data
breach, however, reading the white
paper is recommended.

The obvious question that remains is:
How does an organization mitigate the
threat and reduce any potential financial
impact of a data breach?

A review of the available literature
by NW3C on the issue of data breaches
revealed that several sources agree
on the course of action to take that
should at least reduce the likelihood of
a data breach and potentially reduce
the cost of recovery, when and if one
occurs. The list was further reviewed by
NW3C’s Computer Crimes Section so
as to ensure the most complete list of
procedures possible.

Here is a synopsis of those recom-
mendations:

e Strictly enforce password policies.
Maintain a policy that requires users to
regularly select and change satisfacto-
rily strong passwords. Also maintain
clearly written, understandable
policies regarding access and use of
the IT system; educate users; monitor
adherence to policies; and most of all,
enforce violations of those policies.
Policies are of little use if they are not
enforced with appropriate corrective
action when violations are identified.

e Restrict remote access. Closely
monitor remote access by employees
who may use portable computers
during work-related travel. Also limit

icma.org/pm



and closely monitor any remote access
into your system by outside vendors,
contractors, and service providers.
Where it is necessary for a
third-party vendor or service provider
to have access to a government’s
IT system, be sure that the process
is carefully vetted and appropriate
safeguards are in place on the third
party’s IT system. Also engage in
periodic monitoring.
Deploy effective antivirus software.
Make sure IT professionals have
knowledge of and adhere to cur-
rent industry standards on antivirus
software and anti-intrusion measures.
Also be sure that IT professionals in
charge of systems are regularly staying
on top of the latest developments in
malware and intrusion methodologies
as they evolve.
Look for suspicious activity on the
network. Daily use of any system
will typically yield some form of
identifiable standard or pattern.
Knowing what is normal will make
it easier to identify and deal with
any anomalies. Periodic audits of
activity and looking for anomalies
that stand out from otherwise
normalized traffic patterns can
help avoid a data breach before it
happens.
Restrict IT system use to business
only. Prohibit surfing the Internet,
social media, or anything that is not
work related on worksite comput-
ers. Depending on the position of
the employee, there may need to be
limited exceptions, but to the greatest
extent possible, restrictions should be
established and enforced.
Have an effective incident response
plan in place before the data breach.
The plan should require periodic
assessment and modification as
technology and system intrusion meth-
odology evolves. Complete support
of top management is necessary to
maintain an effective defense against
data breach so management needs to
be continually briefed on the status of

icma.org/pm : online and mobile accessible

ALSO IN THIS ISSUE

For information on guidelines
to follow in the first 24 hours
after a suspected data breach,
see the Tech Touch article in
this issue on page 28.

the plan, its required modifications,
the results of periodic reviews, and
newly emerging threats.

Conduct “fire drills.” Stage simulated
data breach events to rehearse and
evaluate response to a data breach
incident.

Maintain a plan for effective cus-
tomer notification and remedial
action if a breach occurs. When PII
is compromised, it is essential to have
a plan to notify those affected by the
breach. If possible, provide identity
theft prevention instruction and coun-

seling and identity theft monitoring
services by a recognized provider.
Establish a hotline for dealing
with reported identity theft incidents
that may be the result of the breach.
Having an effective response plan in
place could help mitigate civil claims
of negligence as well as the inevitable
political fallout from such an event.
Investigate cyber intrusion insur-
ance. Insurance policies are available
to cover data breaches; evaluate your
needs to see which might make sense
for your community.
Always report incidents. Make sure
that all data breaches are reported as
required to the appropriate law
enforcement authority. P

GERALD CLIFF, Ph.D., is research
director, National White Collar Crime
Center, Fairmont, West Virginia
(gcliff@nw3c.org).

Everyone else is doing it.

WHY AREN’T YOU?

i
Eem

ENTERPRISE

RISK MANAGEMENT

How to Apply the IS0 31000 Standard

Public entities everywhere are embracing ERM best practices.
Learn how to implement enterprise risk management from the best
in the industry. Registration now open for classes across the U.S.

www.primacentral.org/ermtraining
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DISENGAGEMENT

THE MINORITY OPINION

A NEW TAKE ON INVOLVEMENT

By Kevin Desouza
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TAKEAWAYS

> Be cautious about overdoing
citizen engagement.

» Citizens are disengaging for a
variety of intrinsic and extrinsic
reasons.

> The level of citizen engagement
is strongly associated with
income, education, gender, and
personality.

» Five suggestions for well-
thought-out citizen engagement.

itizen engagement is all the

rage today. We have been told

that governments at all levels

must find effective avenues to

engage with the public. The

legitimacy and effectiveness
of public agencies depends on how
well residents are engaged in policy
deliberation and design.

Given the advancements of informa-
tion and communication technologies,
today’s online platforms are seen as the
new vehicle to connect with residents.
It would not be a stretch to claim that
almost every major local government
has an online citizen engagement
platform. What is even more interesting
is the rise of online platforms created by
residents for peer-to-peer collaboration
and co-creation of solutions to tackle
local problems.

Entities as far reaching as the
White House have extolled the neces-
sity of citizen engagement for strong
communities. Such efforts as the Open
Government Partnership (http://
www.opengovpartnership.org)—an
international platform of 64 par-
ticipating countries that use resident
participation to improve government
policies—and the Rebuild by Design
contest are now used to develop the
most innovative designs after Hur-
ricane Katrina. Hosted by the U.S.
Department of Housing and Urban De-
velopment (HUD), Rebuild by Design
(http://www.rebuildbydesign.org)
reflects a desire by the White House to
include residents in decision-making
processes. This heightened desire is
driven by the notion that for national
and community success, residents
should be involved in solving societ-
ies’ most pressing challenges.

This concept, however, is not
new. The notion that civic participa-
tion is the cornerstone of democracy
has held true for centuries. One can
easily trace its origin to the United
States’ founding principles. It would
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be nearly impossible to keep a repre-
sentative democracy afloat without
adequate citizen engagement.

Recently, especially in the U.S. and
for most of Europe, a resurgence of
interest in citizen engagement can be
attributed to the fact that many govern-
ments have extremely low approval
ratings, are disconnected with issues
that need to be contended with on main
street, and have lost the trust of the
public."* Through a focused effort to re-
engage residents, governments hope to
recapture some of the lost trust, engage

Given that I am never one to shy away
from controversy (or create one), I am
going to argue that we need to tone down
the hype around citizen engagement. Like
most things, it can be good in moderation.

Reasons for Disengagement
Several valid reasons exist for why resi-
dents disengage, or never engage, regard-
less of how much effort local government
might make to get their attention.

First, people are busy. Back in 2007,
the United Nations noted that a quarter
of the world’s population—more than

Engagement is largely predicated on
the notion that community members’
voices are being heard to create better
outcomes. The main demographic char-
acteristics that are strongly associated
with engagement are income, educa-
tion, gender, and personality. Largely,
individuals who are highly educated and
more affluent tend to participate more.’

There is, however, a large segment
of the population who do not regularly
participate: the poor and disenfran-
chised. The bottom 30 percent of
American families, for example, earns

IN 2014, THE NATIONAL RESEARCH CENTER CONDUCTED A SURVEY ON RESIDENT
ACTIVITY AND FOUND THAT ONLY 19 PERCENT OF AMERICANS CONTACTED THEIR LOCAL
ELECTED OFFICIALS OVER A 12-MONTH PERIOD, AND ABOUT 25 PERCENT ATTENDED A

PUBLIC MEETING.

them in the co-creation of solutions, and
foster innovation.

Unfortunately, citizen engagement is
not as easy as one might imagine. De-
spite significant investments on the part
of governments, it seldom results in fruit-
ful outcomes.? Participation is abysmally
low and has been for some time. In 2014,
the National Research Center conducted
a survey on resident activity and found
that only 19 percent of Americans
contacted their local elected officials over
a 12-month period, and about 25 percent
attended a public meeting.*

As one city manager remarked to me,
“I wish I had never engaged. Engaging
made matters worse and only created a
coalition that was not going to rest until
the program was abandoned.”

Such sentiments as this are not rare. It
is difficult for me to find a manager who
can point to specific outcomes that they
have realized with investment in citizen
engagement. Yet, most managers are told
to invest more in it and increase the inten-
sity at which they connect with residents.

600 million people—work excessively
long hours (48 hours a week or more).’
In the United States, 85.8 percent of
males and 66.5 percent of females work
more than 40 hours a week.® In addition
to work, they are managing children’s
social calendars, familial responsibilities,
and personal upkeep. Residents with
busy lives often do not view engagement
with government as a high priority.

Second, people are preoccupied
with things more important than your
cause, problem, opportunity, or policy.
Consider Maslow’s Hierarchy of Needs
of Human Motivation that outlines the
layers of needs to be met for individuals
before they can spend time doing more
abstract/long-term rewarding activities.

Maslow asserts that we need such
basic fulfillments as shelter, food, and
interpersonal connection before we can
engage in other activities like citizen
engagement. This theory has direct
implications concerning which residents
are engaged and, consequently, whose
voices are heard.
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less than $35,000 a year. These families
receive few employer benefits and hold
jobs with inconsistent or unpredictable
schedules which doesn’t allow for much
consistent citizen engagement.®

Generational differences also play a
significant role in engagement. Digital
natives, for example, are individuals who
have grown up with access to informa-
tion and communication technologies all
of their lives. These are people tradition-
ally born in the early to mid-1990s on
to the present. This generation has a
different view of engagement. For digital
natives, the motivation to participate
originates from peer relationships and a
quest for self-actualization.

This means that this generation is
looking to engage to fulfill an intrinsic
need; not to fulfill the traditional
notion of citizen engagement as a civic
duty. The National Research Center
survey further suggests that younger
residents are not inclined to speak up.
In fact, individuals under the age of
35 who have attended public meetings
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and contact elected officials are far
lower than those over 35.

Third, people suffer from at-
tention deficit disorder. Okay, not
literally, but there are multiple things
clamoring for their attention when
it comes to local engagement in the
community, and the ever-expanding
digital world also consumes an
increasing amount of our attention.

Fourth, citizen engagement can
be viewed as a chore and not worth
the effort when present conditions are
unclear or questionable. Local govern-
ments sometimes deal with a scandal
or residents’ view that governance is
failing. News cycles and social media
can perpetuate negative perceptions with
ongoing news stories or the circulation of
rumor and innuendo.

Finally, citizens have seldom seen
results and outcomes from the handful
of times they have engaged.’ This seems
rather bizarre since we live in a world of
real-time or near real-time feedback.

This can happen because people
seldom see the outcomes of their efforts
due to the long time horizons and the
democratic process playing out. The lack
of visible outcomes does not validate citi-
zens’ efforts; instead, it demeans the time
and effort they dedicated to the cause.

Additional Factors to Weigh
Communities are unique places that have
their own culture and history, which

have both played a role in their citizen
engagement or disengagement. Either way,
engagement or disengagement came about
due to certain conditions, which should be
evaluated when weighing future action.

Participation may not be representa-
tive of the larger population. Mark
Funkhouser, former mayor of Kansas City,
notes that at most public meetings, the
usual suspects show up—the self-appoint-
ed activist, the lobbyist, and regular folks
who have gotten angry enough or scared
enough to join the dialogue.

Today, online platforms like web-
sites, social media, and apps are often
used for citizen engagement. These
platforms offer local governments the
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ability to efficiently engage with citizens
and allow for more accessibility. Online
civic engagement platforms, however,
are no panacea. A lot of hype surrounds
the use of these networks; however, we
must remember that not everyone uses
these platforms,

The Pew Research Internet Project,
for example, found that in the U.S.,
adults of higher incomes use Internet
and smartphone technologies to near
saturation levels.?® Almost by default,
these tools might target a particular
segment of the population.

Also, through online platforms,
especially with social networks that
include Facebook and Twitter among
others, information or sentiments can be
easily manipulated to create the illusion of
widespread support or disagreement. In
2012, someone tweeted that Syrian Presi-
dent Bashar al-Assad was dead and it was
then rebroadcast by a journalist. Within an
hour, the news of Assad’s supposed death
caused oil prices to climb a dollar."

Another factor that comes into play
is that citizens often have a limited
view of a problem. They are often not
in tune with the realities of the local
government, including budgetary and
technological constraints, political issues,
and planning agendas. They also don’t
always consider the greater good, just
their long-term needs. This makes their
solutions to problems ineffectual.

FREE RESOURCES

Citizen engagement is also expensive
and time consuming. Local governments
are resource strapped and do not have
unlimited resources to divert to this
focus. As a result, any resources invested
in engagement means that resources are
being diverted from other critical issues.

For example, an app called Aloha
was developed in Kenya for residents to
submit local problems with which they
needed help. After a year, there were
400 to 500 points of data on the app;
however, only two have been responded
to due to staffing issues.!

Responsible Engagement

Citizen engagement, like most things,
is not free and incurs opportunity
costs. Citizen engagement is currently,
in my opinion, overdone and not care-
fully considered.

When citizen engagement isn’t done
well, community perception can suffer
and invite negative scrutiny.

Consider a seemingly small and
fun citizen engagement activity by the
New York Police Department (NYPD).
In 2014, the NYPD tweeted to the
residents of New York to post pictures
of themselves with NYPD officers
using the hashtag #myNYPD. They
overwhelming did just that and posted
largely negative pictures and comments
that focused on the NYPD’s alleged
penchant for misconduct and resident

THIS ARTICLE WAS PRODUCED by the enhanced research partnership
of ICMA, Arizona State University, and the Alliance for Innovation. This partner-

ship has worked to develop engagement resources and services that focus on

the unique ways in which any given jurisdiction can use engagement to achieve

its goals and avoid pitfalls that can derail effective engagement.
For more information, visit the ICMA Center for Management Strategies
websites listed here, where you will find a variety of resources, free organi-

zational assessment tools, and vetted leading practitioners who can assist in

your efforts to do engagement “right”’

— www.icma.org/strategies http://icma.org/en/results/management_strategies/

leading_practices/civic_engagement

— http://icma.org/en/results/management_strategies/resources/documents_articles
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THE STRONG TEMPTATION TO ENGAGE PEOPLE MORE BECAUSE IT'S POPULAR CAN BE
DETRIMENTAL TO A LOCAL GOVERNMENT. WHILE | WOULD NEVER GO AS FAR AS TO SAY
STOP SEEKING CITIZEN ENGAGEMENT, | WOULD IMPLORE THAT YOU FIND THE RIGHT

BALANCE OF ENGAGEMENT.

brutality (see picture posted at: http://
www.usatoday.com/story/news/nation-
now/2014,/04/23 /nypd-twitter-mynypd-
new-york/8042209).

Given that citizen participation is a
cornerstone of a democratic society, here
are five suggestions to ensure your local
government’s effort to engage residents
are well-thought out and encourage
meaningful collaboration.

Don’t cry wolf. Do not conduct citizen
engagement casually. Don’t ask for
feedback you don’t need or won’t use.

If you keep screaming for engagement,
eventually it will be part of the noise and
get lost and lose its credibility. Choose
carefully when and where you want to
engage and toward what end.

Be thoughtful. Approach engagement
like you would anything else: thought-
fully and carefully. There is a level of
unpredictability that is innate in citizen
engagement so local governments must
consider all possibilities. Research by
Professor and author John Alford (see
http://mbs.edu/facultyresearch/faculty-
directory/Pages/JohnAlford.aspx) as one
example, argues that residents should
be engaged in simple tasks as it will
heighten the level of assistance citizens
can offer.!* Information like this should
be used in your engagement strategy to
create the best possible outcomes.

Provide residents with clear in-
centives to engage. The success of
crowdfunding platforms has taught us
that individuals will engage and col-
laborate toward solving challenges and
innovation if there is incentive align-
ment. Incentives to contribute should

be tailored to attract the most effective
collaborators and achieve alignment of
motive among collaborators.

Get creative about ways to incentiv-
ize like the New York City Big Apps
Challenge. To encourage development
of tech business, this challenge opted
to let participants retain the intellectual
property rights of the apps they created.

Provide feedback to participants. One
of the most common complaints that
people have from spending time engaging
is that their feedback goes into a black
hole, never to be heard of again. Engaged
participation needs to be validated, not
placated. If you ask citizens for feedback
on something, honor that feedback by
showing that it was considered and if it
couldn’t be used, why.

It is important to dialogue with the
community instead of only gathering in-
formation. This allows participants to have
a realistic view of what can and cannot
happen in their community. A simple and
polite, “Here is our budget. How do you
suggest we fund that?” can go a long way.

Set realistic expectations. Think of
what would be considered a good citizen
engagement program. Take lessons from
the past and lessons from others to
conceptualize what engagement should
look like for your community. This in-
cludes setting expectations and measures
and getting feedback, and taking this
gathered intelligence into account as
you consider future engagement. Citizen
engagement shouldn’t be approached
haphazardly just because it seems like
the right thing to do.

Today, local governments are asking
residents to engage in everything from
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participatory budgeting to voting for the
best colors for city benches. The strong
temptation to engage them more because
it’s popular can be detrimental to a local
government. While I would never go as
far as to say stop seeking resident
engagement, I would implore that you
find the right balance of engagement. PV
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GETTING DISASTER
RECOVERY COSTS
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ommunities hit by such natural

disasters as hurricanes, earthquakes,

fires, floods, tornadoes, and landslides

are often faced with large-scale and

costly recovery efforts. The Federal

Emergency Management Agency
(FEMA) is the federal agency whose primary mission is
to provide monetary assistance to those communities
devastated by disasters, but communities’ cleanup
efforts might need to be performed before FEMA's
financial assistance can begin.

Recovery efforts invariably begin im-
mediately and end with debris removal
operations that involve, among other
things, removing downed and dam-
aged trees and hauling those materials
away. Even a small event is capable of
generating tens of thousands of cubic
yards of debris and large-scale events
can result in millions of cubic yards of
debris. Within the first 100 days follow-
ing Hurricane Sandy, for example, more
than 8 million cubic yards of debris were
removed from the streets and public
areas of affected communities.

Debris removal and the associated
costs incurred in performing debris re-

TAREAWAYS

» FEMA’s rules setting out the require-
ments for public assistance eligibility,
particularly with debris removal, can
be vague or confusing and difficult

to navigate for public officials not
familiar with these rules.

» FEMA wields great discretion in
interpreting and applying rules that
can result in inconsistent application
and leave a community unexpectedly
burdened with crippling costs.

» A manager can take precautionary
measures to protect a community
from arbitrary treatment from FEMA.
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moval may be eligible for federal
assistance under the Robert T. Stafford
Disaster Relief and Emergency As-
sistance Act (“Stafford Act”), 42 U.S.C.
§§ 5121--5208, under which FEMA is
authorized to provide public assistance
grants to communities recovering from
a natural disaster.

Debris Removal Funding

The Stafford Act provides relatively
vague guidance regarding eligibility of
debris removal operations and gives
the U.S. President broad discretion

to grant funding under the act. The
President, in turn, has delegated his
authority to FEMA.

FEMA determines whether a com-
munity is entitled to receive post-event
assistance and if so, the amount. FEMA
has implemented rules and developed
grant-making criteria to govern the pro-
cess to be followed when a community
seeks assistance.

Broadly speaking, in order to be
eligible for assistance, the debris—be it a
leaning tree, a fallen or dangling branch,
or vegetation clogging a waterway—
must be the direct result of an event
that is a presidentially declared disaster.
If the debris was there before the event
occurred, then its removal would not be
eligible for public assistance.

The debris also must in some way
encumber a public right of way or public

property (parks, recreation areas, roads,
sidewalks, etc.) in such a way that it
threatens public health and safety, or
improved property, like roads, pathways,
and power lines.

The applicant for public assistance
for emergency debris removal, which
usually is a state or local government,
must present evidence demonstrating the
eligibility for identifying, removing, and
disposing of that debris. The applicant
must also demonstrate that the costs
incurred to identify and remove eligible
debris were reasonable.

An applicant’s public assistance
request can be denied as the grants to
remove disaster debris are by definition
discretionary, and FEMA’s decisions
under the Stafford Act are not subject
to judicial review. A community cannot
challenge FEMA’s decision in court;
the court, be it federal or state, has no
jurisdiction to consider such a matter.

Administrative Review Process
In lieu of judicial review, FEMA has
implemented an administrative process
for reviewing the decisions of its officials
and representatives. The administrative
review process consists of two levels of
appellate review within FEMA.

The first appeal may be lodged
with FEMA’s regional office (“first-
level appeal”), that being the FEMA
region tasked initially with deciding the
application for relief. Sometimes these
appeals are denied in whole or in part,
and sometimes the appeals are settled
by FEMA and the applicant. If an appeal
is settled or decided favorably for the
applicant, there would be no need to
file a subsequent appeal.

If the first-level appeal is denied
in whole or in part, the applicant
may file a second appeal with FEMA
headquarters (the “second-level ap-
peal”). Sometimes these second-level
appeals are denied in whole or in part,
and sometimes they are settled by the
parties. The process for both appeals
is similar, but the deciding officials are
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not the same. FEMA maintains a public
database of appellate decisions.!

In the aftermath of Hurricane Katrina
and through Section 601 of the 2009
stimulus act, Congress allowed aggrieved
communities to seek independent review
of FEMA decisions through a special
arbitration process.

For disputes arising out of certain
disasters occurring before 2012, arbi-
trations against FEMA could be filed
before a panel of three judges sitting on
the Civilian Board of Contract Appeals
(CBCA). The CBCA arbitration panel
reviewed the application for public assis-
tance de novo. In other words, the panel
reviewed the same evidence presented
to FEMA and decided anew, as though
for the first time, whether the applicant
qualified for assistance.

A Shift in Procedure

For disasters declared on or after October
30, 2012, the arbitration procedure has
shifted from CBCA to the U.S. Coast
Guard’s Office of Administrative Law
Judges. The shift to a new forum also
entails the application of a narrower
standard of review, under which FEMA’s
decision will stand so long as it has a
reasonable and rational basis and is not
found to be arbitrary or capricious.

Preparedness Is Key
In order to better prepare for the possible
paperwork associated with public as-
sistance proceedings, community leaders
should develop emergency preparedness
plans because these plans identify the
necessary first steps in responding to a
natural disaster, identify the individuals
responsible for accomplishing those tasks,
and identify the community’s available
resources for those critical tasks, includ-
ing capability and capacity of nearby
hospitals or medical centers, vehicles and
heavy equipment available for emergency
evacuation, and personnel and contrac-
tors available for emergency repairs.
Thus, when disaster strikes com-
munity officials already know what
tasks must be done, who will perform
those tasks, and which resources are

The last thing that community leaders

struggling with a natural disaster should

have to contend with is an unwarranted

denial by FEMA of public assistance.

available to complete them.? With that
information readily available, community
leaders will later be better prepared to
justify the resources expended when
requesting public assistance from FEMA.

Communities will pull together in
time of disaster to help one another
and to achieve the greater good for the
benefit of all. That same esprit de corps
can be mustered long before a disaster
is forecasted.

Local community leaders from area
businesses, churches, government,
schools, and volunteer organizations
can organize to provide human capital
to form and implement preparedness
plans—plans that, however informal,
could make the difference between
a favorable and unfavorable FEMA
determination. Millions of dollars are at
stake for any given disaster.

Whether or not a disaster preparation
plan has been developed, once a disaster
hits, communities can act with C.A.R.E.:

ommunicate with FEMA. During
Cthe recovery process, applicants
and their contractors should work as
closely as possible with FEMA person-
nel to try to avoid instances in which
the applicant’s interpretation of FEMA
eligibility criteria differs from FEMA’s
eligibility determinations.

lways document communica-
Ations with FEMA. Applicants
and their contractors can and
should maintain contact with FEMA
representatives through electronic
correspondence or some other writ-
ten communication. Follow-up after
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meetings or teleconferences with FEMA
personnel should be done through
e-mail to enhance clarity and mutual
understanding of recovery work and
the public assistance process.

ecognize your rights. If FEMA

denies part or all of an applicant’s
request for public assistance funding,
the applicant has the right to appeal
that denial and may have the right to
seek arbitration.

valuate FEMA precedent. Appli-
Ecants should use FEMA’s second-
level appeal decisions to develop the
strongest case for recovery should FEMA
decide along the way that the applicant
is not entitled to complete relief.
According to FEMA’s Public Assistance
Appeals Database, 152 appeals decisions
fall under the category of “debris
removal.”® Understanding the nuances of
these cases might help applicants as they
proceed through possible appeals and
arbitration in the future. PV

ENDNOTES

1 The database of FEMA appellate decisions can
be found at https://www.fema.gov/appeals.

2 Atemplate for a community disaster plan

can be found at http://www.state.in.us/isdh/files/
PREPARE_Disaster_Plan_Template_IN_8_08.pdf.

3 See https://www.fema.gov/appeals.
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council relations

BY MIKE CONDUFF, ICMA-CM

manager transition

Stay calm, communicate, and reach out

he local government management
profession is grounded on the
concept that managers serve at
the pleasure of the governing body and
that they, to the best of their ability,
reflect the elected officials” desired
outcomes for the communities in their
managerial and organizational direction.
We hold it to be truth that if the
governing body changes, and it, in
turn, wants a managerial change and
is willing to abide by the terms of an
agreement regarding separation and
severance, then we hold up our heads,
load up our families, and go on to the
next challenge.
We even have an idiom associated
with this occurrence: “In transition.”
On paper, this principle and this
phrase sound noble, even laudable. In
life though, it hurts. Anger, fear, and
frustration are felt. Hard conversations
with family and friends are held.
Self-doubt creeps in. What should
I have done differently? Why did I not
see this coming? How could I have
prevented this?
A manager might commit a
decade or more of his or her life to
a community. Sacrifices of family
and personal time—and sometimes
even health and relationships—are
dutifully given and through careful
stewardship, progress is made.
In time the electorate gets perhaps
a bit complacent and before long, the
council changes. For no other reason
than, “You have been here too long” or
“Nothing personal, we just want our
own person,” the manager is looking at
uprooting kids from school and a part-
ner from a job or a career. This might
also include putting a cherished home
on the market—perhaps at a financial
loss—and moving on.

Giving Each Other a Chance

In my current governance-related role, [
often see the precursor to the in-transi-
tion phase. Either the elected officials or
the manager senses that relationships
are amiss and a job is at risk, and I

am asked to provide education on

good governance in the hope that by
understanding roles, the relationships
can be mended.

When I discover this is the case, I try
to shift the emphasis of the training from
roles to communication or from good
governance to just giving each other a
chance. The fact is that too many times
I see good elected officials and good
managers get crossways over matters
that should never rise to the level of
moving on.

In this age of total online capture,
almost anything that gets said, texted,
or tweeted is preserved and scrutinized
and used as fodder for one position
or another. He said/she said is now
online for all, and often it hurts on
many levels.

I do dearly believe that a good
governance system provides the
framework for elected and appointed
officials to work together for the better-
ment of a community. Just as any team
needs a roster, a position process, and
a playbook, so too does local leader-
ship need to understand who does
what, when, and why.

Not many of us received group
process training in graduate school, and
in many cases, just understanding group
dynamics and getting groups to agree on
how they can correct member misbehav-
ior can be incredibly healing.

Reach Out
It takes courage and valor for a man-
ager—or an elected official for that
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matter—to risk an intervention, but the
reward in terms of role satisfaction can
be huge. If it appears that the conclusion
is foregone, then the effort, even if not
successful, can be viewed as skill build-
ing for the next time.

If you find yourself worried about
the latest election or turnover of elected
officials, I encourage you to reach out
immediately and repeatedly to the new
members. Yes, they may have precon-
ceived notions about you, and they may
have said hurtful things, but closing
them off or avoiding them only validates
their misunderstandings.

Demonstrate up close and one-on-
one that you are a person of integrity
with the same love of the community
they hold. If they rebuff you—and they
likely will at least once—find another
approach, including a friend in common
or a person of stature in the community
to host a meeting. If it takes hiring
a professional trainer, that is a small
investment compared to the cost of a
managerial change.

I also encourage managers to
reach out to their professional net-
work. It is okay, even a manifest sign
of maturity, to share with a trusted
colleague that you are nervous or
fearful about the relationship with the
governing body. We have all felt that
way, and in my experience many of
us are feeling that way now.

Simply having a safe environment to
share the emotion can lessen it dramati-
cally. Your colleagues can help you see
the image in the mirror more clearly
than you can on your own.

At the end of the day, if indeed you
are involuntarily moving on, at least
you have the satisfaction of knowing
that you did all you could reasonably
do, and you will have gained valuable
skills in the process. PV

MIKE CONDUFF, ICMA-CM
Former City Manager
President and CEO

The Elim Group

Denton, Texas
mike.conduff@theelimgroup.com
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balancing act | alert and rested

BY JEFF DAVIDSON

HOW YOU SLEEP IS
HOW YOU WORK

Don’t shortchange yourself

ears back, the director of Stanford

University’s sleep center con-

cluded most adults “no longer
know what it feels like to be fully alert.”
The National Sleep Foundation found
that almost 68 percent of adults are get-
ting too little sleep, and 58 percent suffer
from some type of insomnia at least once
a week.! These people are not simply a
little groggy or sluggish, but completely
and undeniably walking around as if in
a stupor.

As a highly productive professional,
you’ve probably already discovered
that when you shortchange your sleep
too often, your mind and body simply
don’t respond anywhere near optimal
capability. What you do the night before
significantly affects your ability to get
things done.

Most experts agree that losing three
to four hours of sleep once a week
won’t cause any long-term problems.
You might feel terrible the next day, but
you can recover somewhat by going to
bed earlier the next evening or napping
if that is an option for you. You might
have to force yourself to get into bed at 9
p.m. on evenings when you’d rather be
up and about, but do it. Your body will
thank you.

If you’re missing out on more than
10 hours a week, decide to catch up
on your sleep now before you further
diminish your capabilities. Recovery
might take a month or more, but it will
be worth it.

The Body'’s Clock

Heart beats, breathing, speaking,

and even hiccupping have their own
rhythm. If you sleep too little or for
that matter too much, you disrupt your
internal cycles that required millions of
years to evolve.
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Each of your body’s functions is
reset every 24 hours, which paral-
lels the natural daily light cycle. The
essence of your being is subject to this
circadian rhythm, which is the daily
cycle of activity in living organisms.
Altering that rhythm for a prolonged
period will prove to be contrary to your
own physiology.

Martin Moore-Ede, a former profes-
sor at Harvard Medical School and
founder of CIRCADIAN,® a research
and consulting firm dedicated to
improving productivity, health, and
safety in round-the-clock operations,
observed that certain times of the day
are important to sleep through, includ-
ing between 2 a.m. and 5 a.m., when
human physiology is at its lowest level
of alertness. Highest alertness, by the
way, is between 9 a.m. and noon, and
also 4 p.m. to 8 p.m.

If you happen to be short on sleep
some particular day, such light exercise
as stretching or a brief walk is a good
idea. Your energy level may perk up for
an hour or two. If you have the opportu-
nity to nap, that would help as well.

All About Napping

Napping increases your alertness for
the rest of the day. Some people nap
easily; others can’t seem to nap at all.
You already know into which camp you
fall. The best nap time is between 2
p.m. and 3 p.m. Any later and your nap
may be too deep, interfering with your
nightly sleep.

While naps can be helpful, they are
not a good substitute for regularly getting
the right amount of sleep. It’s best not
to use naps to catch up on sleep if you
shortchange yourself nightly.

Your quality of sleep will be much
higher and the immediate benefits more

apparent if you nap in a bed or cot as
opposed to a chair. Although everyone
feels a little groggy for a few minutes
after a nap, this gradually subsides.

Short naps are more productive than
long naps. A short nap will leave you
refreshed; a long nap could interfere
with your sleep that evening. Naps of
20 minutes or less usually help avoid
REM sleep, a deep-sleep stage from
which you’re likely to wake up groggy
and stay that way.

To derive the most from your nap
time, safeguard the nap area before you
nod off by making sure that phones or
other gadgets will not disturb you. Post a
“Do Not Disturb” sign if that will help.

You might need to readjust your
sleeping habits or your pre-bedtime
rituals, but getting enough sleep is
vital to having enough energy to
successfully get through your workday.
Most definitely, how you sleep is how
you work. Pv1

ENDNOTE

1 http://sleepfoundation.org/sleep-disorders-
problems/insomnia.

JEFF DAVIDSON, MBA, CMC, is
principal, Breathing Space®
Institute, Raleigh, North Carolina
(www.BreathingSpace.com or Jeff@
Breathingspace.com). An author and
presenter on work-life balance, he holds the
world's only registered trademark from the United
States Patent and Trademark Office as a
“Work-Life Balance Expert.®
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management minute | public safety network

BY MARK RYCKMAN, ICMA-CM

A nationwide broadband network to ensure public safety

t’s been more than 10 years since the
9/11 Commission issued its report
that detailed events leading up to the
terrorist attacks on September 11, 2001.
The report identified several failings of
the U.S. intelligence community and
deficiencies in first-responder systems.
One of the commission’s findings
was the lack of interoperable communi-
cations capabilities for first responders
to share mission-critical information
during their response efforts. The
commission concluded that “Congress
should support pending legislation
which provides for the expedited and
increased assignment of radio spectrum
for public-safety purposes. . . .”
Fulfilment of that recommenda-
tion from the 9/11 Commission is now
becoming a reality. Media coverage of the
Middle Class Tax Relief and Job Creation
Act of 2012 focused largely on the exten-
sion of unemployment benefits and the
temporary Social Security tax reduction.
A little publicized provision of the
act, however, was the creation of the
First Responder Network Authority
(FirstNet). Congress established FirstNet
as an independent authority within
the National Telecommunications and
Information Administration (NTIA).

Building a Nationwide Network for
Public Safety

FirstNet is charged with ensuring the de-
velopment, operation, and maintenance
of a nationwide interoperable broad-
band network for public safety. Prime
spectrum for the network’s deployment
has been allocated, as well as $7 billion
in funding.

Congress created a board of directors
with representatives of the President’s
Cabinet, along with telecommunications
industry professionals, and public-safety

representatives. Congress also mandated
the establishment of a Public Safety
Advisory Committee (PSAC) to ensure
that the development and operation of
the network meets the needs of first
responders. Thirty-five national profes-
sional associations, including ICMA,
have appointed representatives to serve
on the PSAC.

Improving Situational Awareness
Why do we need a nationwide broad-
band network for public safety? Public-
safety personnel are continually seeking
ways to improve situational awareness
to more quickly and effectively respond
to incidents. In order to raise situational
awareness, first responders have an
increased need to share such wireless
broadband data as surveillance video of
large-scale events, floor plans for fighting
structure fires, or patient vital signs to
emergency rooms from ambulances that
are en route.

These applications need a stable plat-
form with the capacity to handle large
data transmissions. Current commercial
networks often cannot support public-
safety needs during major emergencies,
as was experienced in the aftermath of
Hurricane Katrina.

Public safety also currently cannot
prevent non-priority users from access-
ing such networks when first respond-
ers need priority access to increased
data transmissions during an incident.
FirstNet is being designed to address
these needs while keeping monthly
subscription fees competitive with what
users currently pay.

The Role of Managers

City and county managers are in an
important position to help FirstNet build
a nationwide network dedicated to public
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safety. Managers are community leaders,
recommending strategic public-safety ini-
tiatives, helping set funding priorities, and
appointing senior public-safety officials.

As FirstNet becomes a reality, man-
agers need to provide input into the
design and operation of the network
to ensure it meets local jurisdictions’
needs at an affordable cost. Managers
also need to ensure their jurisdictions
are positioned to take advantage of
FirstNet’s full capabilities once the
network is deployed.

So how should local government
managers prepare for the deployment
of this new network? First, they should
gain an understanding of FirstNet’s
capabilities and how it will assist
public-safety agencies to provide more
cost-effective services.

Information is available on FirstNet’s
website at http://www.firstnet.gov,
in such trade publications as Urgent
Communications and MissionCritical
Communications, and through state and
local outreach events that will be coming
to your areas. Managers should share
this information and developments with
elected officials, public-safety staff, and
neighboring jurisdictions.

Second, get to know your state’s
single point of contact (SPOC) and
FirstNet’s staff. NTIA has awarded state
and local implementation grant program
(SLIGP) funds to 54 states and territories.
These funds are being used for outreach
to the public-safety community to assist
in planning the network’s development.

icma.org/pm



As part of these grants, each
state has assigned a single point of
contact to lead these efforts. You can
identify your state’s SPOC and contact
information on FirstNet’s website.
FirstNet is also hiring regional outreach
personnel well versed in public-safety
communications issues. Your SPOC
and FirstNet’s staff will be able to keep
your community apprised of the plan-
ning, development, and deployment
processes within your state.

Third, begin identifying infor-
mation sharing needs within your
organization for broadband applica-
tions that can improve your public-
safety services. These could include
the need to view police dash cams at
your dispatch center, accessing water

need to be considered in the network
design, barriers to interoperability,
affordability of participating in the
network, and more.

You can provide feedback through
the Public Safety Advisory Committee,
your state’s SPOC, FirstNet’s staff,
and any future request for information
(RFI) and public notice processes is-
sued by FirstNet. This network needs
your input and support to ensure it
meets the needs of public safety and
gains the acceptance of local elected
officials and managers who will
authorize the necessary funding for
monthly subscription costs and equip-
ment upgrades.

This is an exciting time in public
safety. Managers need to be on the

THE DEVELOPMENT OF A NATION-
WIDE PUBLIC SAFETY BROADBAND
NETWORK HAS THE ABILITY TO
REVOLUTIONIZE THE DELIVERY OF
PUBLIC-SAFETY SERVICES..

system storage data during firefight-
ing operations, or viewing the status
of arriving public safety units in real
time. This process will need to engage
members of your management team,
public-safety personnel, and informa-
tion technology departments.
Upgrading communications sys-
tems to digital technology, improving
interoperability, and expanding
coverage take time. Improving basic
communication systems now will
help you more readily transition to
FirstNet’s services in the future.
Finally, give FirstNet feedback
concerning the types of issues that are
important to public safety in your area.
These could be local control issues that
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leading edge of this effort. The devel-
opment of a nationwide public safety
broadband network has the ability to
revolutionize the delivery of public-
safety services.

Our public-safety personnel need
these advanced technologies to
continue to provide the high-level
service to which the public has grown
accustomed as we manage our
communities with ever-tightening
budgets. Pv1

MARK RYCKMAN, ICMA-CM, is
city manager and director of public
safety, Corning, New York
(mryckman@stny.rr.com). He
serves as ICMA's representative
to FirstNet's Public Safety Advisory Committee.
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international ties | information sharing

The Peles Castle is located in
Sinaia, Transylvania, Romania.

BY DAVID BIGGS, ICMA-CM

REINVIGORATED IN
ROMANIA

International exchange recharges professional batteries

omania may seem like a strange

stop while on a journey through

a job-transition period, but I
spent 10 days there in June 2014 before
starting my new position as manager of
Hercules, California. I was committed to
finding professionally engaging activi-
ties while in transition, so I looked at
volunteer and pro-bono opportunities,
including those in other countries.

Luckily, I was engaged in some ful-

filling interim assignments. In early June,
when I knew that my Hercules position
had been secured, I came across the op-
portunity to participate in an American
Society for Public Administration (ASPA)
delegation to Romania. Always interested
in experiences that will broaden my
professional perspectives, I opted to use
part of the two weeks I had between jobs
to participate in the 10-day trip.

Exploring the Challenges

The purpose of the trip was to share

leading public administration practices
and to participate in a four-day confer-
ence in Romania, while also embarking
on site visits. The visit coincided with
the 25th anniversary of the fall of com-
munism in that country.

The international exchange explored
challenges with Romanian local gov-
ernment counterparts regarding the
continuing decentralization of services
across a still-emerging democracy with
a strong tradition of central control. The
itinerary included meetings with public
officials in Bucharest and in a variety
of counties and cities in the central and
eastern regions of Romania.

One of the first meetings was with
a Senate committee composed of five
national senators who were charged with
shepherding a controversial regionaliza-
tion and decentralization plan through
the legislature. This exchange proved to
be extremely insightful as the process
was a key concern to local government
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officials we interacted with during the
balance of the trip.

A four-day forum titled Collaborative
Public Management: Pathway to Good
Governance at the Local Level was the
centerpiece of the international public
management exchange. This forum was
attended by some 100 participants from
local governments in Romania. Sessions
included presentations by Romanians
and included several topics that are also
familiar to U.S. managers:

e Community and citizen engagement:
managing change, community devel-
opment, and volunteer involvement.

¢ Collaborative governance across local
jurisdictions and sectors.

e Stronger and safer communities.

e Performance management.

® Curbing corruption: making ethics and
justice a priority.

¢ Energy options for today and tomorrow.

¢ Global view of centralized and decen-
tralized approaches.

Interesting Insights

The balance of the itinerary was dedi-
cated to visits to local government offices
and facilities, as well as historic sites,
including touring the environmentally

icma.org/pm

PHOTO BY WARREN MASTER



e | r—

““thm_'

significant Danube Delta area in order to
gain a better appreciation for Romania.

It was interesting to learn that the
Romanian participants viewed the
United States as having a much more
developed local government experience.
I found that we face many of the same
issues, including engaging residents
successfully, especially in such areas as
developing the annual budget; delivering
services and meeting service demands
with diminishing resources; and manag-
ing the changing relationship between
the central governments (similar to state
and federal governments).

One of the most interesting insights
was that Romanian local governments
generally only undertake what the
central government specifically autho-
rizes—unlike local governments in the
United States that have a strong tradition
of home rule and operate on a more
independent basis.

In the July 2014 issue of Western City,
the monthly magazine of the League
of California Cities, League Executive
Director Chris McKenzie summarized
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this home-rule tradition best from
the California perspective: “ . .in the
absence of a conflict with a general state
law, a city council has the same power
to enact a city ordinance without state
legislative authorization as it does with
it. Why would cities fail to use such a
fundamental attribute of home rule?”
Perhaps this approach would be
key to a successful transition to a more
decentralized relationship between the
central government and local govern-
ments in Romania.

Personal and Professional Benefits
The effort to involve ICMA members in
this delegation was designed to ensure
local government practitioners were
included and could share hands-on
experiences. Former ICMA President and
retied City Manager Ed Daley, who is still
active in local government in Virginia,
and I were the two city managers as part
of a delegation that included academic
and other public-sector representatives.

I can attest to the great personal and
professional benefit from participating

LEFT: A “Good Governance
Forum” was held in Brasov,
Transylvania, Romania.

BELOW: A meeting was held
with Romanian senators at
the Parliament Building in
Bucharest, Romania.
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and being able to share real-life experi-
ences with others and would encour-
age my colleagues to seek out these
opportunities as part of supporting the
“I” in ICMA.

I also can highly recommend this
type of opportunity to recharge and
sharpen skills in preparation for a new
position, especially as someone who
had been in transition for a substantial
period of time. Being a local government
manager is a rewarding yet challenging
career, and taking time out to connect
with colleagues and be of service to
others, especially in an international
context, is a reinvigorating experience.

Romania is a beautiful country with
engaging and talented local government
professionals striving to better their
communities, and my stop there proved
to be time well spent. P/

DAVID BIGGS, ICMA-CM, is city
manager, Hercules, California
(dbiggs@ci.hercules.ca.us).
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tech touch | data security breach

BY MARK SHELHART

THE FIRST 24

Step-by-step guidance after a suspected data breach

hen a high school principal
couldn’t turn on her computer
one morning, she assumed
it was a minor technical problem with
her machine. She quickly changed her
mind, though, when within minutes
she received phone calls from staff and
students throughout the school about the
lack of Internet access and computers
that failed to start.

News quickly broke that every school
in the district had lost access to the
Internet. It was all due to one person.

A recently fired IT employee illegally
accessed the district’s computers using
a school administrator’s username and
password, and then destroyed a signifi-
cant amount of data, including lesson
plans, final papers, and athletic records
in an effort to take revenge.

A single individual who has the
power to create a massive security
breach can affect an incalculable number
of people. When the unexpected
happens, local governments and any
organizations associated with them need
to act quickly. The first 24 hours are criti-
cal to successfully navigating a suspected
security breach.

Here are critical steps local officials
should take in this situation:

Look at your watch. The first two
hours after learning of a breach are the
most important since you must assemble
a team and gather as much information
as possible about the damage, along with
the potential cause of the breach.

Find one clock (you don’t want
variation in timing) and write down the
details of the suspected breach: exactly
what time you noticed the breach, who
you spoke with after discovering a
problem, and any details that can be
assembled. This information will come

in handy later when you develop the in-
depth liability report and relay informa-
tion to a variety of stakeholders.

Identify your goals. A security breach
elicits a strong emotional response, but
you need to take a step back and deter-
mine your primary objective. Do you
want to stop the attack, try to catch the
culprit, or prevent future attacks? Align-
ing your team around the same goal or

tion when dealing with a breach. What
initially seems like a dire situation may
turn out to be reparable after a few
hours of investigation. In order to avoid
causing panic, you need to properly
evaluate the suspected breach before
making a public announcement.
Typically, breach-related announce-
ments occur three to five days after the
incident. You don’t want to overshare or
interfere with the current investigation,
but it’s important not to hide anything.
Stakeholders deserve a high-level snapshot
of both the breach and your plan of action.
There are important things to do
before going public. Make sure to gather
your forensic evidence and address any
obvious public-facing vulnerabilities.

YOU DON'T WANT TO OVERSHARE

OR INTERFERE WITH THE CURRENT
INVESTIGATION, BUT IT'S IMPORTANT
NOT TO HIDE ANYTHING.

goals will lead to a greater chance of
success and stop emotions from getting
in the way of a solution.

Leave the power on. It’s tempting to
immediately pull the plug on affected
machines in an attempt to prevent
further damage. The majority of today’s
attackers, however, leave a trail in the
computer’s memory as well as on the
hard disk. Shutting down a computer
and rebooting deletes valuable code
saved on the machine and may destroy
any evidence of tampering.

Instead, quarantine affected machines
by unplugging the network connection
and not the power cord. This will preserve
valuable information and save other
machines from potential threats.

Look before you leap. There’s a fine
line between transparency and discre-
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When you make a public announce-
ment, it will grab the attention of not
only investigative reporters, but also the
hacking community. You want to make
sure your organization is as prepared as
possible for the additional scrutiny.

The key to successfully handling a
breach is to react quickly and in an
organized manner. By following the steps
outlined above and making a govern-
mentwide commitment to providing IT
security education for all staff members,
governments can recover from a breach
and move forward with their primary
goal of serving their residents for years
to come. P/

MARK SHELHART

- Senior Manager of Forensics and
~ Incident Response

Sikich LLP

Milwaukee, Wisconsin
mshelhart@sikich.com
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EXPERTS IN EXECUTIVE SEARCH

1677 Eureka Road
Suite 202
Roseville, CA 95661

phone 9167849080

www.bobmurrayassoc.com

Improve Your
Community’s
Appearance.

Make a lasting
impression on
residents & visitors:
custom banners,
flags and
light pole
decorations.

/

DISPLAY SALES

Solutions for people who pay people.

Call 800.328.6195
displaysales.com

Job Classification
Compensation
Performance Pay
Salary Surveys

1335 County Road D Circle East
St. Paul, MN 55109-5260
Phone: (651) 635-0976 Fax: (651) 635-0980

P.0. Box 32985 * Phoenix, AZ 85064-2985 FHX [.1'.\'5:]\11 & A-Wmm“'\

Phone: (602) 840-1070 Fax: (602) 840-1071

EMS & FIRE CONSULTING

Fitch & Associates has been a worldwide
provider of complete financial, operational
and HR management consulting services
for more than 25 years.

Visit fitchassoc.com to
learn more, or call us
today at 888-431-2600.

Leading Change in
Emergency Services

Get your copy of our ICMA report EMS in Critical Condition:
Meeting the Challenge at the ICMA online bookstore.

a Division of Callagher Bemsefit Services, Inc.

www.foxlawson.com Caemprmrtion anad Fuwen Resssorces Specialinn
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GET THE HELP YOU NEED!

If your jurisdiction is struggling with assessment
standards, personnel requirements, ratio studies, or
any number of other issues, let IAAO Technical
Assistance Consulting Services provide the expertise
you need. At IAAO you will find:

IMPARTIAL

AFFORDABLE

THORITATIVE

OPINIONS

INTERNATIONAL ASSOCIATION OF AsSESSING OFFICERS
314 W. 107H St. ¢ Kansas City, MO 64105
800-616-4226 ¢ IAAO.org ¢ techassist@iaao.org
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KEMP CONSULTING, LLC

Expert Consulting Services for

City Government and College Campus Relations

v Joint Participation Facilitation
v Presentations and Speeches

v User Fees and Charges Studies
v Joint Initiatives and Programs
v Enterprise Fund Projects

v Main Street Renewal

v Service Agreements

v Revenue Agreements

v Capital Projects Planning

v Joint Policies and Procedures
v Town and Gown Briefings

v Town and Gown Partnerships

Roger L. Kemp, President
Tel: 203.686.0281 + Email: rlkbsr@snet.net
www.rogerlkemp.com

HeLpinG LOocaL GOVERMMENT LEADERS

Management
Partners

www.managementpartners.com
Budget Strategies + Service Sharing
ion Analysis - Performance Management
s Improvement - Strategic Planning

Executive Recruitment - Facilitadion & Team Building

ExXPERIENCE, TALENT,
COMMITMENT T PUBLIC SERVICE

Cincinnati * San Jose - Orange County * 513-861-5400

MANITOU
INCORPORATED

Pragram Evaluation, Planning &
Public Safety Management Consultants

Evidence-based research applied to
public sector challenges since 19949,

Charles Jennings, Ph.D.
Tristi Nichols, Ph.D, Principals
1008 Main Strest, Suite P01, Peskskill, NY 105366

911-137-8745 phone, 814-801-50617 fax
infEmanibauinc.com

Maximize the value of every dollar.

PUBLIC SAFETY:

efficiency studies

HUMAMN RESOURCES:
compensation analysis
consolidation studies performance assessments

master planning policies & procedures

executive recruitment HR outsourcing services

(815) 728-9111
www.mcgrathconsulting.com

Get the most from your municipal services.
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consulting group

= Management and operations studies
» Feasibility studies
= User fees and cost allocation

Police ¢ Fire *» Public Works  Utilities
Parks & Recreation * Administration
Planning & Building

The Merecer Group, Inec.
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* Organization and Management Studies
* Executive Search
e Utility Studies
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* Privatization
* Strategic Planning

1000 Cordova Place #726
Santa Fe, New Mexico 87505
505.466.9500 o Fax 505.466.1274
E-mail: jmercer@mercergroupinc.com

55798 Chamblee Dunwoody Road #511
Atlanta, Georgia 30338
770.551.0403 © Fax 770.339.9749
E-mail: mercer@mindspring.com

Pinpointing Workable Solutions from 18 Offices Nationwide
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ORGANIZATIONS

Leadership Expertise. Exceptional Service.

“ Facilitation & Strategic Planning
< Community Engagement

“ Training

“ Executive Coaching

“ Executive Search

“ Organizational Assessment
and Optimization
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Consulting Group

“ Financial Planning

“ Organizational Development
Performance Management

info@thenovakconsultinggroup.com 513-221-0500

il SB Friedman

Development Adyvisors

Our mission is to guide and enable our clients
to create high-quality places through real
estate economics, development finance and
urban planning

« Public-Private « Impact Analysis
Partnerships « Community & Economic
« Public-Private Development
Development Finance . Urban Economic &
 Real Estate Economics Policy Studies

221 North LaSalle Street | Suite 820  Chicago IL 60601
312.424.4250  www.sbfriedman.com

VISION | ECONOMICS | STRATEGY | FINANCE | IMPLEMENTATION

TriData

A Division of

SYSTEM PLANNING CORPORATION

Fire, Police, EMS, and Emergency
Management Studies

* Deployment and overtime analysis

« Best global practices for increasing productivity
¢ Performance measurement

¢ Consolidation studies

¢ Building bridges/cultural competency

¢ Emergency management and preparedness

* Post-incident analysis

e Data analysis

Contact Philip Schaenman, President, TriData Division
3601 Wilson Boulevard, Arlington VA 22201 (703) 351-8300
www.sysplan.com/capabilities/fire ems/index.html#capabilities

icma.org/pm: online and mobile accessible

916.630.4900
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Ralph Andersen & Associates

There’s an Entire Team Behind
Every Assignment

* Executive Recruitment
* Management Consulting
* Public Safety

www.RalphAndersen.com

Independent Consultants
in Information Technology

e Strategic Plans

e Feasibility Studies

e System Procurements

e Evaluation of Vendors'
Proposals

e Infrastructure Planning
and Analysis

* Management and
Operational Reviews

¢ Implementation Assistance

o Performance-based
Contract Negotiations

o Interlocal Cooperation

o System Audits

Contact: Sheldon Cohen, Senior Consultant
700 Bulfinch Dr. Unit 301 * Andover MA 01810
Phone: 978-470-1470 * Fax: 508-302-8271
e-mail: shelcons@aol.com ¢ www.tsgma.com

Comprehensive
Execcutive Recruitment
focused on matching
professional skills, management
siyle and core values to fit your
organization’s specific requirements.

W C | temseren
Executive Recruitrment

A Springsted Company

W Wk RTS-Company.com BO0LSNIEES
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TO ADVERTISE, CONTACT Ben Harmon, The Townsend Group, Inc., 301/215-6710, ext 106 or bharmon@townsend-group.com

marketplace | professional services
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BY JERRY NEWFARMER

10 TIPS:

LEADING CHANGE

Key steps for positive progress

e know that change in an organization is certain to occur. Leaders and staff members change, issues change, and tools
and techniques for providing services change.
But change just for the sake of change is stupid. I once watched a leader taking over as the new city manager from
outside the organization with a charge from the council to “shake things up.” The councilmembers wanted their government to
change. The manager began by announcing to his department heads and all who would listen that he was a “change agent.”
To everyone inside the organization this meant he was setting out to change them, which was the effect of his message. It may have
made him—and the council, initially—feel good, but you can imagine how it made city staffers feel about themselves.
Here are 10 basics to effectively lead useful change:

The starting point

is respect. The good

leader instinctively
knows that his or her start-
ing point, when taking the
reins, has to be respect for
the people, the organiza-
tion, and the way work is
done. The human beings
who manage and operate
local governments are there
because they were selected
and well trained to serve
the public, and none of
them sets out to perform
badly. Everyone wants to
be part of a successful,
respected enterprise.

Good change

is continuous.

Enterprises that are
able to be successful in
sustaining quality perfor-
mance over long periods
of time are organizations
that recognize and embrace
continuous improvement,
not one-off steps.

The carrot is better

than the stick. Set

a positive “can do”
tone stressing continuous
improvement as the change
wanted throughout the
fabric of the organization.

Demonstrate

personal

leadership.
Celebrate successes to
establish the expectation
that continuous
improvement is the goal.

Energize your

staff training

program or
create an organizational
development program.
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Take specific

personal steps to

nurture talent by
engaging individual staff
members. Move people
around and give them
assignments “outside the
box” that help the broader
organization. Actively
support participation in
professional organizations.

Refresh your

employee recogni-

tion program to
celebrate the energy your
people put into continuous
improvement.

Don’t let stick-in-

the-mud managers

come between you
and energetic supervisors
who want to improve
their operations. Rein-
force the expectation that
everyone in the enterprise
can contribute to good
change by holding senior
managers accountable.

Require managers

on the staff to

prepare and carry
out a current improvement
plan every year, or every
two years if you're on a
two-year planning cycle,
which is actually the best
practice.

Refine your
1 O performance
appraisal

program, which probably
needs improving anyway,
to solicit subordinate
feedback about managers’
performance.

Change for the sake of
change is nonsense. But so
is setting static standards
that never change. The best
organizations are those
that value and constantly
work at continuous
improvement. P/

JERRY
NEWFARMER
President and CEO
Management
Partners

Cincinnati, Ohio
jnewfarmer@management
partners.com

icma.org/pm
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