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SUBJECT:  
PRIVACY OFFICIAL CONTACT INFORMATION

I.   
PURPOSE:   To provide for the designation of a Privacy Official and to set forth contact information as required by the Privacy Regulations.

II.  
POLICY:   The County will designate a Privacy Official who is responsible for the development and implementation of the County’s Privacy Policies for its covered entity components and who is responsible for answering questions regarding the content of the County’s Privacy Policies and Notice of Privacy Practices.  The Privacy Official will also be responsible for receiving complaints regarding compliance with the Policies and the Notice.

III.  
PROCEDURE:  

A. Documentation regarding the designation of the Privacy Official and his/her contact information shall be retained, in written or electronic format, for at least six years by the Privacy Official.

B. Specific contact information can be obtained through the Human Resources Office, and is available in the Notice Of Privacy Practices Of Douglas County form, which is posted within each covered component’s facilities.

IV.  
RESPONSIBILITY FOR REVIEW:  The Human Resources Manager is responsible for review of this directive as needed or at least every 5 years.
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SUBJECT:  
PRIVACY COMPLAINT REPORTING AND TRACKING

I. PURPOSE:  To establish the procedures for individuals to submit complaints regarding the County’s Privacy Policies and the failure to comply with such Policies by the covered entity components and/or County personnel.

II.
POLICY:   All complaints regarding the County’s Privacy Policies and compliance with same, regardless of the form in which it was received, shall be documented, reviewed and acted upon, if necessary, by the County’s Privacy Official.  Documentation regarding complaints received and the resolution of such complaints will be retained, in written or electronic format, for a minimum of six years.

III.
PROCEDURE:

A. Each covered County component shall develop and implement a process for receiving privacy complaints and reporting them to the County’s Privacy Official.  At a minimum, each covered component shall notify employees that each individual submitting a privacy related complaint should be instructed to contact the County’s Privacy Official.  (See standard complaint form).  If a particular covered county component would like to keep track of privacy complaints received for quality assurance purposes, the Component should develop an alternative process, as long as such process involves the notification of the County’s Privacy Official of each complaint received so that the Privacy Official can record and track the response to each complaint and can participate in the resolution of such complaints.

B. The Privacy Official shall document each complaint received and maintain such documentation for the minimum retention period stated above.

C. The Privacy Official will investigate each complaint, in conjunction with the applicable Covered Component and, if necessary, in conjunction with other affiliated entities, and will document the resolution of the investigation and any corrective actions taken.

IV.  
RESPONSIBILITY FOR REVIEW:  The Human Resources Manager is responsible for review of this directive as needed or at least every 5 years.
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SUBJECT:  
PRIVACY REGULATION DOCUMENTATION

I. PURPOSE:  To establish documentation requirements as required by the Privacy regulations.

II. POLICY:  The County shall maintain, for a minimum of six years, the following:

A. Written or electronic copies of its Privacy policies;

B. Written or electronic copies of any communication that is required by the privacy regulations to be in writing, and

C. Written or electronic records of any action, activity or designation that is required by the Privacy regulations to be documented.

III.
PROCEDURE:

A. Documentation of Privacy Policies:  Written or electronic copies of the County’s privacy policies shall be maintained by the Privacy Official for a minimum of six years from the date any such policy or policies were created or were last in effect, whichever is later.

B. Documentation of communications required by the privacy regulations: Such documentation will be retained for a period of at least six years from the date of creation and will be maintained in the location specified in the particular Privacy policy in which such communication is specifically addressed.

C. Documentation of any action, activity or designation required by privacy regulations:  Such documentation shall be retained for a period of at least six years from the date of creation and will be maintained in the location specified in the particular privacy policy in which such action, activity or designation is specifically addressed.  

IV.  
RESPONSIBILITY FOR REVIEW:  The Human Resources Manager is responsible for review of this directive as needed or at least every 5 years.

4/16/03

DOUGLAS COUNTY HIPAA



NUMBER:                     HIPAA.106

POLICIES AND PROCEDURES



EFFECTIVE DATE:          








REVISED:          









AUTHORITY:                        BOC








COUNTY MANAGER:  ________









PAGE 1 OF 1

SUBJECT:  
NON-RETALIATION

I.
PURPOSE:  To prohibit retaliation against individuals and others who exercise their rights under the Privacy Regulations.

II.
POLICY:  Neither the County, it’s covered components, or county personnel will intimidate, threaten, coerce, discriminate against, or take other retaliatory action against:

A. Individuals:  Any individual for the exercise by the individual of any right under, or for participation by the individual in any process established by the privacy regulations;

B. Individuals and others:  Any individual or other person for:

· Filing a complaint with the Secretary of the Department of Health and Human Services as permitted by the privacy regulations,

· Testifying, assisting, or participating in an investigation, compliance review, proceeding, or hearing conducted by a government enforcement agency or

· Opposing any act or practice made unlawful by the privacy regulations, provided the individual or person has a good faith belief that the practice opposed is unlawful, and the manner of the opposition is reasonable and does not involve a disclosure of protected health information in violation of the privacy regulations or the county’s privacy policies.

· For purposes of this policy, the term “person” is not limited to natural persons, but includes any type of organization, association or group such as other covered entities, health oversight agencies and advocacy groups.

III. PROCEDURE:  Any person who believes that some form of retaliation is occurring, or has occurred, should report the incident to the Privacy Official.  If the Privacy Official receives a report of retaliation or intimidation, he/she will conduct an investigation to determine if retaliation has occurred.  If the report is substantiated, sanctions will be imposed.

IV.  
RESPONSIBILITY FOR REVIEW:  The Human Resources Manager is responsible for review of this directive as needed or at least every 5 years.
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SUBJECT:  
MANDATORY TRAINING FOR STAFF

I.
PURPOSE:  To establish a method for providing training regarding the County’s privacy policies.

II.
POLICY:  The County will train county personnel associated with its Covered Components regarding the privacy policies and the manner in which such policies relate to their function within the county. Training shall be mandatory for those employees impacted by the regulations.

III.
PROCEDURE:   

A. The County, through the Privacy Official and designated trainers, will establish the methods and manner in which training will be accomplished and will develop a Training program.  

B. It will be the responsibility of each covered component, in coordination with the Privacy Official and Human Resources, to ensure that its employees  receive training.  It will be the responsibility of each covered component to train volunteers that provide assistance to them.

C. A Privacy Training coordinator, or coordinators, may be designated by each covered component to liaison with the Privacy Official to ensure that training is accomplished.

D. Training shall be documented and tracked by Human Resources.

E. Employees and volunteers shall receive bi-annual refresher training.

F. Each new employee and/or volunteer hired or appointed by a covered component shall receive training within a reasonable period of time after the person becomes an employee or volunteer.  The failure of an employee or volunteer to complete the required training within 30 days of hire or appointment is grounds for disciplinary action, up to and including termination.

G. Each employee or volunteer whose job or function is affected by a material change in the county’s privacy policies should receive training regarding the change within a reasonable period of time after the change becomes effective.

H. The Privacy Official, shall maintain documentation regarding training in written or electronic format, for a minimum of six years.

IV.  
RESPONSIBILITY FOR REVIEW:  The Human Resources Manager is responsible for review of this directive as needed or at least every 5 years.
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SUBJECT:  
PRIVACY POLICIES

I. PURPOSE:  To provide employees and other impacted individuals with information regarding the county’s privacy policies.

II. POLICY:  It shall be the policy of the County to protect and safeguard the protected health information created, acquired and maintained by its covered components in accordance with the Health Insurance Portability and Accountability Act of 1996 and applicable state laws. The policies contained in this manual are intended to provide guidance to county personnel in regard to the protection and enhancement of the privacy rights of individuals by establishing rules related to the internal and external use and disclosure of protected health information; affording individuals access and information regarding the use and disclosure of their protected health information; and implementing administrative procedures intended to assist impacted individuals and county personnel to effectuate these policies.  These policies will apply to all protected health information collected by covered components after April 14, 2003, and supercede and replace any existing policies and procedures of any covered component  relating to the use and disclosure of protected health information.  Covered County components may only maintain separate policies procedures relating to the use and disclosure of health information to the extent that they do not conflict with these master policies.  These policies apply to all health information, regardless of the form in which it is created or maintained (i.e. whether oral, written or electronic) and apply to the health information of both living and deceased individuals.

IV.  
RESPONSIBILITY FOR REVIEW:  The Human Resources Manager is responsible for review of this directive as needed or at least every 5 years.
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SUBJECT:  
VERIFICATION OF IDENTITY

I.
PURPOSE:  To establish an identity verification process.

II.
POLICY:  Prior to making a disclosure or processing an individual’s  disclosure request permitted by these policies, county personnel must verify the identity of  person requesting protected health information and the authority of any such person to have access to such information, if the identity or any such authority of such person is not known to county personnel; and obtain any documentation, statements, or representations, whether oral or written, from the person requesting the protected health information.  County personnel may rely on:

A. An administrative request, including an administrative subpoena or summons, a civil or an authorized investigative demand, or similar process authorized under law provided that the information sought is relevant and material to a legitimate law enforcement inquiry, the request is specific and limited in scope and de-identified information could not reasonably be used.

B. A request by a public official upon presentation of his/her badge or other official credentials if in person or the appropriate letterhead if the request is made in writing.

C. Personal judgment if a disclosure is being made to avert a serious threat to health or safety or in cases when an individual is only required to be given an opportunity to agree or object.

III.
PROCEDURES:   Any questions regarding verification or reliance on identity or authority should be directed to the County’s Privacy Official or the District Attorney’s office.  The Privacy Official or District Attorney’s office should be contacted prior to responding to any request by law enforcement officials if possible.  Verification of identity can be accomplished by presentation of picture I.D., signature comparison or some other appropriate method.

IV.  
RESPONSIBILITY FOR REVIEW:  The Human Resources Manager is responsible for review of this directive as needed or at least every 5 years.
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SUBJECT:  
NOTICE OF PRIVACY PRACTICES

I.
PURPOSE:  To require the development of a Notice of Privacy Practices and to provide for general distribution procedures.

II. POLICY:  The County has developed and distributed a Notice of Privacy Practices for its covered components that includes the information required by 164.520 of the Privacy Regulations.  An individual’s receipt of the Notice shall be acknowledged as required by the regulations.  The Notice shall be translated into other languages as required by the regulations issued by the Federal Office of Civil Rights regarding accommodations for people with limited English proficiency.  County personnel may not use or disclose protected health information in a manner inconsistent with the county’s Notice of Privacy Practices.

III. PROCEDURE: 

A. ACKNOWLEDGEMENT:  If an individual does not acknowledge receipt of the Notice, a note should be made indicting why the acknowledgement was not obtained.  County personnel must make a good faith effort to obtain a written acknowledgement from the individual of his/her receipt of the Notice.  Each covered component shall determine how to obtain an individual’s acknowledgement depending on operational requirements.  The preferred method for obtaining acknowledgement is to require the individual to initial or sign the document.

B. DISTRIBUTION:

· Covered county components must make the Notice available to any person who requests it.  The individual does not have to be currently affiliated with the County.

· In addition, covered components must ensure that health care providers with direct treatment relationships with individuals provide the Notice to each individual no later than the date of the first service delivery.  During emergency treatment situations, the Notice may be provided and the acknowledgement obtained at a time reasonably practical after the emergency treatment situation is resolved.

· The Notice must be posted in a clear and prominent location where it is reasonable to expect individuals seeking service to be able to read the notice.

The Notice may be distributed by e-mail. When electronic notice is provided, an acknowledgement of receipt must be obtained.

· The Notice of Privacy Practices shall be obtained by the Privacy Official for six years.

IV.  
RESPONSIBILITY FOR REVIEW:  The Human Resources Manager is responsible for review of this directive as needed or at least every 5 years.
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