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SUBJECT:  SANCTIONS FOR NON-COMPLIANCE

I.          PURPOSE:   To establish a process for imposing discipline in the event the County’s       HIPAA policies are violated.

II.        POLICY:   All staff are required to be aware of their responsibilities under the County’s HIPAA policies. The County will apply appropriate sanctions against County employees and its business associates who fail to comply with the County’s HIPAA policies and/or the Privacy Regulations. Employees who are uncertain if a disclosure is permitted are advised to consult with the County’s Privacy Officer. Sanctions shall not be imposed against employees or business associates for the following actions:

A. Engaging in whistleblower activities

B. Submitting a complaint to the Secretary of the Department of Health and Human                                            Services

C.        Participating in an investigation, or

D.    Registering opposition to a violation of the Privacy Regulations.

III.      PROCEDURE:

A. Employees:  A violation of the County’s HIPAA policies by an employee will be considered a violation of the Personnel Ordinance, Section 2.02.090.  The disciplinary action imposed for noncompliance with the HIPAA policies will depend on the severity of the violation and will be imposed in accordance with the Personnel Ordinance.  Employees who knowingly and willfully violate state or federal law for improper use or disclosure of an individual’s information are subject to criminal investigation and prosecution or civil penalties.

B. Volunteers:  Volunteers who violate the County’s HIPAA policies will not be permitted to provide further assistance as a volunteer.

C. Business Associates:  If the County knows of a pattern of activity or practice of a business associate that constitutes a breach or violation of the associate’s obligations under his/her/its contract with the County, reasonable steps will be taken to end the violation, and if such steps are unsuccessful:

· Terminate the contract, or

· Report the problem to the Secretary of the Department of Health and Human Services or other applicable government agency.
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