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	1.0   Purpose and Need
Advancements in information technology and lower costs of portable computer storage have resulted in increased use of workstations and laptop computers in the Department.  As reliance on information created by and stored in these systems increases, so does the Department’s responsibility to protect the confidentiality and integrity of the data associated with then.  The Department's economic vitality, reputation, and legal position could be affected if confidentiality or integrity of data is compromised.  Administration recognizes and accepts the importance of information security and privacy as critical elements of the successful operation of the Department.

To insure continued security these technologies, this directive defines the responsibilities of staff of the Department who are storing identifiable ePHI on City workstations and laptop computers.  This directive provides guidelines governing the appropriate methodology on how ePHI is stored on City computers.

This directive addresses requirement 164.310(d)(2)(iv) of the Security Standards of the Health Insurance Portability and Accountability Act.

2.0   Administrative Directive
Use of City network workstations and laptop computers by Department staff must be in direct support of the staff’s assigned duties and responsibilities.  When there is a requirement that identifiable ePHI be stored on a City computer, staff must ensure that Department procedures and due diligence are followed to ensure that the information is properly secured and protected.

3.0   Responsibility
1. The Department of Human Services Information Technology Unit shall be responsible for developing and maintaining the required procedures for storing ePHI as well as reviewing usage on a random basis.  

2. Unit supervisors are responsible for ensuring compliance with this policy and communicating consequences of noncompliance to their staff. 

3. Staff are responsible for promptly bringing substantive breaches of security to the attention of the Department’s Quality Assurance Office.

4. Unit administration and their respective staff are jointly responsible for understanding the terms of this directive and monitoring the continued applicability in relation to assigned duties and responsibilities of users.  

4.0   Specific Requirements 

1. All ePHI related to clients of the department is to be stored on only a City designated server (network, database or report server) or on a mobile laptop computer as provided for below. 

2. No ePHI is to be stored on a local hard drive, floppy, CD or any portable media device.

3. All users are required to log into their local network if their workstations are connected to the City’s network.

4. Storage of ePHI on mobile laptop computers is allowed provided: 1) The laptop computer is password protected, 2) all ePHI is transferred at the earliest possible time from the laptop to the staff’s local network, and 3) all ePHI is deleted from the laptop immediately after the data is transferred to the local server.

5. Unit supervisors may impose additional requirements that extend beyond those set forth in this directive. 




